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Before the
FEDERAL COMMUNICATIONS COMMISSION
Washington, D.C. 20554

In the Matter of

tw telecom inc. WC Docket No. 14-104
Transferor, File No. SCL-T/C-20140707-

Level 3 Communications, Inc.,
Transferee, and

tw telecom of hawaii |.p.
Licensee,

Application for Consent to Transfer Control of a
Joint Interest in the Cable Landing License for
the Hawaiian Islands Fiber Network Pursuant to
the Cable Landing License Act of 1921, as
Amended

OPPOSITIONTO LEVEL 3COMMUNICATIONSAND TW TELECOM INC. 214
APPLICATIONSTO TRANSFER AUTHORIZATIONS OF SUBSIDIARIESOF TW
TELECOM INC. TO LEVEL 3



Before the
FEDERAL COMMUNICATIONS COMMISSION
Washington, D.C. 20554

In the Matter of

tw telecom inc. WC Docket No. 14-404
Transferor, File No. SCL-T/C-20140707-

L evel 3 Communications,
Inc., Transferee, and

tw telecom of hawaii
[.p. Licensee,

Application for Consent to Transfer Control of
a Joint Interest in the Cable Landing License
for the Hawaiian Islands Fiber Network
Pursuant to the Cable Landing License Act of
1921, as Amended

OPPOSITION TO LEVEL 3COMMUNICATIONSAND TW TELECOM INC. 214
APPLICATIONSTO TRANSFER AUTHORIZATIONS OF SUBSIDIARIESOF TW
TELECOM INC. TO LEVEL 3.

SUMMARY

Foreman Seeley Fountain (“FSF’) by its counsel hereby opposes the transfer of the assets
of TW Telecom Holdings (“TWTC”) to Level 3 Communications Inc.

Section 310(d) of the Communications Act provides that no station license may be
transferred, assigned, or disposed of in any manner except upon afinding by the Commission
that the “public interest, convenience and necessity will be served thereby.”* Among the factors

that the Commission considersin its public interest inquiry is whether the applicant for alicense

' 47 USC § 310(d).



or license transfer has the requisite “citizenship, character, financial, technical, and other
qualifications.” 2 The Commission, as athreshold matter, must determine whether the parties
meet the requisite qualifications to hold and transfer licenses under section 310(d) of the Act and
the Commission's rules. The Commission has previously determined that, in deciding character
issues, it will treat any violation of any provision of the Act, or of the Commission's rules, as
predictive of an applicant's future truthfulness and reliability and, thus, as having a bearing on an
applicant's character qualifications.® Where the issues have been sufficiently raised in petitions to
warrant the designation of a hearing, the Commission will consider these issuesin atransfer
application. FSF currently has on file an informal complaint against TWTC which it will be amending

shortly to convert to aFormal Complaint which asks, inter alia, that TWTC' s 214 authorizations be
revoked and that it not be permitted to transfer those authorizations.

The formal complaint alleges that and as will be shown below, TWTC has engaged in a pattern
and practice of illegal and questionable practices which indicate that it does not have the
character qualificationsto hold its current authorizations and should not be permitted to transfer
those assets.

TWTC has, asageneral practice, ignored itsinternal procedures designed to protect
consumers from international toll fraud, violated the terms of its agreements with consumers,

subscribed consumersto international service without their consent, negligently failed to take

2 SBC/SNET Order, 13 FCC Red 21292 at 21305, para. 26.

3 Policy Regarding Character Qualifications in Broadcast Licensing, 102 FCC 2d 1179, 1209-10 at para. 57 (1986)
(Character Qualifications), modified, 5 FCC Red 3252 (1990) (Character Qualifications Modification), recon.
granted in part, 6 FCC Rcd 3448 (1991), modified in part, 7 FCC Rcd 6564 (1992) (Further Character
Quialifications Madification); MCI Telecommunications Corp., Order and Notice of Apparent Liability, 3 FCC Rcd
509 (1988) (stating that character qudifications standards adopted in the broadcast context can provide guidancein
the common carrier context). The Commission has also determined that allegations that an applicant has engaged in
unreasonabl e or anticompetitive conduct is relevant to the Commission's public interest analysis. SBC/SNET Order,
13 FCC Rcd at 21306-07, paras. 28-30.
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actions to prevent international toll fraud, and engaged in affirmative practices that promote
international toll fraud.®

TWTC’sFailureto follow itsInternal Proceduresfor Limiting Toll Fraud:

TWTC failed to follow its own procedures which require a TWTC engineer to walk
through technical options with the customer, so the customer is advised of and has the
opportunity to confirm voice and data options.> Had TWTC followed through with actually
consulting with FSF regarding the services purchased and walking through the drafted checklist
with FSF, then FSF would have been notified of its purchase and could have blocked
international tolls. Rather, during a busy holiday install period, the Senior Technical Assurance
Specialist for TWTC, Harold Hogancamp, merely emailed Mr. Seeley a copy of acompleted
TWTC Technical Assurance Service Confirmation (“TASC”) form and described the form as
“document [that] describes the technical specifications for your telephone and/or data service
from TWTC telecom.”® Viewing the document as confirming only technical specifications and,
again, unaware that an option for international calling would ever apply to a company that had
not knowingly purchased international service, Mr. Seeley’ s response merely confirmed that
technical specifications seemed ok, but that FSF would have the form reviewed by itsinstaller. ’
A final confirmation of the accuracy of the document was never provided to TWTC. No
representative of TWTC ever advised FSF that is was subscribing to international service, ever
suggested that FSF might want to block international calls, or discussed the risk of toll fraud.®

Where acarrier has established procedures to protect customers, and then does not follow

those procedures, it is unjust and unreasonable to hold the customer wholly liable for

* While the examples demonstrated below and detailed in the formal complaint relate specifically to the relationship
between FSF and TWTC, these most likely extend to TWTC pattern and practices with its other customers as well.
5 See TWTC Contract at 20 at Exhibit 1.
6

Id.
" Email from Jeff Seeley to Harold Hogancamp, dated December 14, 2012 attached as Exhibit 2.
8 Declaration of Jeff Seeley.
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conseguences of the carrier’sfailure. TWTC' s standard procedures, according to TWTC, were
to provide customers the option to block international calls and to advise customers of the risk of
fraudulent use of the customer’s equipment. Thisis not a procedure that the Commission
imposed on the Carrier. FSF is not asserting that TWTC should have done anything more than
follow its standard procedures. However, in violation of its own procedure, TWTC did not
provide any options to FSF to limit its customer liability. Asaresult, while TWTC’s fraud
detection system was off line for over 44 hours, FSF incurred $166,000.00 in fraudulent

transmission costs.

TWTC Repeatedly Violated the Terms and Conditions of The Service Agreement that
TWTC Drafted:

Section 201(b) of the Communications Act requires, inter alia, that all practices, for and in
connection with such communication service be just and reasonable, and any such practice, that is unjust
or unreasonable is unlawful. Given the boiler plate nature of the contracts that customers must sign with
carriers and the drastic disparity in bargaining power between customers and carriers, it is fundamentally
unjust and reasonable for carriers to operate in violation of the contracts which they drafted. As
draconian asthe TWTC contract was it did have afew basic protections for FSF. These provisions
detailed procedures for disputing charges, detailed when payment was delinquent and provided aright to
proper notice prior to termination. However, TWTC flagrantly violated those provisions.

Section 6(d) and Section 7 of the Agreement entered into between FSF and TWTC, provide a
procedure for contesting charges and provide that no payment is due for any charges that a customer
disputes until five days after the dispute has been resolved.® On the 15" of April 2014, FSF disputed
$166,000 in fraudulent international transmissions. The dispute was not declared resolved by TWTC and
notice of that determination was not provided until 11:44 am on June 19", 2014. According to the

contract terms, FSF had five days from that determination to pay the disputed amounts without FSF' s

® TWTC Contract at Exhibit 1.



payments being delinquent. Accordingly, the earliest that FSF could have been in arrears was on June 24,
2014. However, in gross violation of the contract, TWTC threatened to disconnect FSF for non-payment
no less than three times before June 24, 2014.%

According to the TWTC Agreement, TWTC may only disconnect service upon ten (10) days
written notice to the customer.* TWTC's only valid termination notice, made after FSF had been
notified that TWTC had reviewed its dispute and found that FSF still owed the charges, was made in Gary
Witt's letter of June 23™ 2 The June 23rd |etter, notified FSF that its services would be terminated if it
did not pay the disputed charges by June 26, 2014. The three day notification period provided for in the
letter wasin clear violation of TWTC s Agreement. Failure to abide by the terms of its own Agreement
with the customer is an unjust and unreasonabl e practice in violation of Section 201(b) of the
Communications Act.*®

Demand for payment of the disputed amounts and threats to discontinue service while those
disputes are pending are highly disruptive to the business affairs of small entitieslike FSF. Instead of
running its business, FSF was forced to drop everything and investigate alternative providers when it
should have been able to rely on the contract obligationsimposed by TWTC's contract. Such bullying
practices, in clear violation of the contract TWTC drafted, are unjust and unreasonabl e practices and
contrary to public policy. These abusive practices go the very heart of the Commission’s obligation “to
make available, so far as possible, to all the people of the United States, without discrimination on the
basis of race, color, religion, nationa origin, or sex, arapid, efficient, Nation-wide, and world-wide wire

and radio communication service.” **

1% Termination Notices were sent on May 29, June 19 (before the dispute had even been resolved) and on June 23,
2014.

1 TWTC Contract at 12(a) at Exhibit 1.

12 See |etter from Gary Witt to Mark Palchick, dated June 23, 2014 attached as Exhibit 3.

1347 U.S.C. §201(b).

47 USC 151.



TWTC Subscribes Consumers To International Service Without Their Consent

TWTC subscribed FSF to international service without its affirmative consent. TWTC's
attempts to hold FSF liable for fees from a service that FSF never knowingly subscribed to
violates Section 201(b) and of the Communications Act.® Section 201(b) of the Act states: “All
charges, practices, classifications, and regulations for and in connection with such
communication service, shal be just and reasonable, and any such charge, practice,
classification, or regulation that is unjust or unreasonable is declared to be unlawful.”*®

TWTC' sfailure to notify FSF that the purchase of voice and broadband service, by
default, included international long distance service is an unreasonable practice in violation of
the Act. The TWTC Contract signed by FSF in no way provided adequate notice that
international long distance was an included service. The Service Order, which isintended to
provide a description of services purchased by the customer, failsto list international long
distance as a purchased service.” According to the “ Standard Terms and Conditions” in the
TWTC Contract, “Customer may submit service ordersto TWTC to purchase telecommunication
and related services under this Agreement (“ Service Order”). The Service Orders describe the
telecommunication and related services that are available under this Agreement (“Services’).'®
The Service Order specificaly lists only Domestic LD (“Long Distance”) and Extended Area
Service.® The description of international long distance in the contract provisions below the

Service Order again fails to put the customer on notice that they have ordered the service.

Rather, the provision simply states:

1547 U.S.C. §201; 47 U.S.C. § 202.
147 U.S.C. § 201(b).

17 See TWTC Contract at 1 at Exhibit 1.
18 See TWTC Contract at 9 at Exhibit 1.
19 See TWTC Contract at 1 at Exhibit 1.



Except as otherwise specified in this Service Order, international long distance calls are
charged at the rates specified in TWTC' sinternational pricelist found at
www.twtelecom.com/tariffed-international-rates. Information regarding international toll
blocking and international/offshore pricing for TWTC' s international 1ong distance
Servicesis also available at this website.”

The provision appears irrelevant to a customer that has not agreed to the purchase of
international service.

In Chartways, Directel and Gerri Murphy, there was no question that the end-user had
purchased the service at issue.”* Accordingly, the various tariffs involved in the cases
specifically applied to the complainant. United Artists, however, involved a complainant who
argued that it should not be liable for unauthorized calls made to or accepted at its payphones.?
There, the Commission questioned whether UA was AT& T’ s customer because only a customer
who ordered service could be held liable for fraudulent charges under theterms of AT&T’s
tariff.”> The Commission held that United Artists had not, in fact, ordered the services at issue
and therefore could not be held liable for the charges.** Also, in Halprin/Freedom, the
Commission held that where obligations that a carrier sought to impose on a customer were not
clear and explicit, as required by Section 61.2 of the Commission’s rules, the attempt to impose
the charges was unreasonable in violation of Section 201(b) of the Act.”

In the instant case, FSF never knew that it had contracted for international long distance
services. Thus, the case is distinguishable from Chartways, Directel and Gerri Murphy which
involved subscribers to the interexchange service. Asin the United Artists and Halprin/Freedom
cases, FSF never subscribed to the services leading to the toll fraud. As such, it would be

unreasonable to hold FSF liable for fraudulent charges associated with a service that it had never

20 See|etter from Gary Witt to Mark Palchick, dated June 23, 2014 attached as Exhibit 3.
2! seee.g., Chartways , 6 FCC Red 29592; see also, Directel, 11 FCC Red 7554 (1996).
# United Artists, 8 FCC Red 5563.

2d. a 15.

#1d. a 7110-12.

% Halprin, 13 FCC Red 22568.



purchased. Moreover, asin Halprin/Freedom, the languagein TWTC's contract allowed TWTC
to subscribe FSF to servicesto which it never intended to be subscribed.

FSF believes that TWTC' s tactic of subscribing customers to international toll service
without their affirmative consent and without clear and explicit language in the contract isa
general practice of TWTC. Such actions are aviolation of TWTC’ s obligations under Title I of
the Communications Act. Before granting TWTC' s 214 application the Commission should
investigate whether, in fact, thisis acommon practice of TWTC, and if so the 214 Application
should be denied until such time as TWTC can affirmativel y show that it has discontinued this
practice.?®

TWTC Negligently Failed To Take Actions To Prevent I nternational Toll Fraud:

The FCCinits Public Notice on Toll Fraud recognized that it isimportant that both carriers and
customers take appropriate care to prevent International Toll Fraud. TWTC has attempted to completely
abrogate its responsibility to prevent toll fraud and has negligently failed to take prudent actionsto
prevent toll fraud.

Despite multiple opportunities and an awareness of the potential for fraud, at no time prior to the
occurrence of the fraud did TWTC advise FSF of the risks of international toll fraud or offer FSF the
means to limit such fraudulent transmissions.”” The first notices that FSF received regarding international
toll fraud were supplied after the fraud had already occurred even though TWTC clearly had prepared
these information items well in advance of the fraud.”®

Moreover, TWTC received prior warning months earlier on October 25, 2013 from the Cyber

Division of the FBI that traffic pumping was an issue of concern that should be protected against.”® On

% Moreover, Section 258(a) of the Communications Act strictly prohibits a telecommunications carrier from
subscribing a customer to telephone toll service without its affirmative consent.

%" Seeley Declaration.

% pPBX and Voice Mail Security Tips attached as Exhibit 4; Vol P PBX and Voicemail Security Tips attached as
Exhibit 5.

% See FBI Cyber Bulletin at Exhibit 6.



October 25, 2013 the Cyber Division of the FBI released a Bulletin that identified toll pumping as a fraud
that could expose the telecommunications industry to large financial losses.®® The Bulletin identified the
specific type of fraud as an “abuse of toll free numbers, where a computer/service is utilized to artificialy
generate callsto toll free numbers.® The Bulletin further illustrated the flow of call traffic that facilitated
the fraud, stating that “carriers may unknowingly be carrying toll free traffic pumping calls.”** The
Bulletin further warned that “it may not be noticeable that calls are occurring during non-business hours
(evenings or weekends) or when thereis normally no onein the office.”® The FBI Bulletin would have
put TWTC on notice of the dangers of fraudulent toll pumping in 2013.

In Gerri Murphy, the Commission evaluated an instance of toll fraud by looking at the security
measures offered by the carrier.* The Commission found that the carrier should not be held liable,
because it had provided the customer with options to limit customer liability.* According to the
Commission options offered by the carrier provided the customers with “reasonabl e security options and
create appropriate incentives for customers to secure and monitor their telephone systems.”* Unlike the
factsin Gerri Murphy, TWTC never gave FSF this opportunity.®’

In the Toll Fraud NPRM the Commission recognized the need for shared responsibility between
carrier and customer. According to the NPRM, “If customers are unaware of potential liability, they are
unlikely to take steps to limit their exposure. And if carriers have no economic incentive to help
customers limit their exposure, they are unlikely to invest in developing proactive solutionsto PBX, or
other, kinds of fraud.”*® Thus, the Commission concluded that tariff provisions must include an
obligation for carriers to warn customers of service risks and must communicate the risks to customers.®

In 1993 the Commission recognized the importance of shared responsibility for fraud and was concerned

04,
#d.
214,
B d.
3 Gerri Murphy Realty, Inc. v. AT&T Corp., 16 FCC Red 19134 (2001).
®1d. a 18.
*®1d. at 9.
%" Seeley Declaration.
:z Toll Fraud NPRM, 8 FCC Red at 124.
Id.



by carriers attemptsto disclaim responsibility. Since the issuance of the NPRM in 1993, the pendulum
has swung considerably farther with the availability of new technology and the need to warn customers of
the risks associated with service. Unlike in 1993, today carriers are now in a better position to be afirst
line of defense against these risks.

FSF was never offered the opportunity or the ability to limit fraudulent transmissions or limit its
liability from fraudulent transmissions. Unlike Directel and Gerri Murphy, FSF was never given this
opportunity. First it was not clearly advised of the need to block international callsif it was not going to
make international calls, then it was never advised of the risk which TWTC clearly knew about, and
finally it was never given the meansto limit the fraud. Also, unlike Directel, FSF is not a sophisticated
telecommunications provider, but rather a small business concern which faces the possibility of
bankruptcy if charged with full responsibility for afraud which can only benefit one or more carriers. In
this modern age, it is not appropriate for a customer to bear full responsibility for carrier initiated fraud
where the customers are increasingly at risk and the carriers have increasingly more sophisticated means
for stopping fraud, and where acarrier like TWTC makes no effort to give the customer the tools to
protect itself and then disclaims any liability for cost of the fraud. Accordingly, TWTC practice of failing
to warn its customers of the potential for toll fraud and provide the meansto protect against the fraud are
unjust and unreasonabl e practices and therefore an unlawful in violation of Section 201(b) of the
Communications Act. TWTC's complete failure to take any action to assist FSF with preventing the
fraud is so unjust and unreasonable asto call into question TWTC' sfitness to be a holder of FCC
authorizations or to profit from those authorizations.”

Clearly TWTC was aware of the potential dangers of toll fraud as evidenced by the fact that they
prepared informational bulletins about the risks. The FBI Bulletin would have further made TWTC aware

of the issue by at least October of 2013, over a year prior to the fraudulent event.

047 U.S.C. 310 (d) ; see dlso RKO General, Inc., 47 RR2d 921 (FCC 1980).
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TWTC failed to warn FSF of the possibility of toll pumping fraud and failed to maintain systems
that could have identified the fraud in atimely manner.** The practice of ignoring warnings of the toll
pumping scheme, failing to pass the warning on to customers and failing to take necessary precautions to
prevent against a carrier-driven fraud is an unjust and unreasonable practice in violation of Section 201(b)
of the Act. Such practices, as pointed out by the FBI Bulletin, aso pose a significant threat to the whole
telecommunication infrastructure. TWTC' sfailureto act put FSF and the telecommunication
infrastructure at risk and is therefore unjust and unreasonable in violation of Section 201(b) of the Act.

The majority of the fraudulent charges incurred by FSF were accumulated during a
failure of TWTC’ s fraud monitoring system. Accordingto TWTC:

[o]n March 29, 2014, at approximately midnight MDT, TWTC telecom experienced an

outage in its mediation distribution system. Asaresult, although call records were being

collected, the information in those records was not being distributed to some of the
locations that normally receiveit, including our fraud control center, which was unaware
of the spike in Foreman Seeley’ sinternational usage until the mediation system was
restored on Sunday, March 30, 2014 at approximately 8:00pm MDT.*
According to the call detail provided by TWTC, over $125,000 worth of fraudulent calls were
billed while the system was down.*® Had the system been up and running, the fraud would have
been severely limited as evidenced by the limited fraud that occurred after the equipment was
properly working. FSF should not be held liable for TWTC's system failure. TWTC's
knowledge of the potential for fraud was extensive enough for TWTC to have initiated a fraud
monitoring program. It should have a concomitant obligation to maintain that equipment.
TWTC has the resources and knowledge in place to monitor for and protect against fraud. While

it might be proper to hold a customer liable for some liability that it could have controlled, it is

neither just nor reasonable for FSF to be held solely liable for the failure of TWTC’ s systems.

L TWTC admits that its fraud detection system was off line for over 40 hours. TWTC'sfailure to maintain the
operations status of its fraud prevention system is an unjust and unreasonable practice. Thiswas compounded by its
failure to notify customers of the increased risk.

“2 _etter from Gary Witt to Mark Palchick, dated June 23, 2014 attached as Exhibit 3.

3 See TWTC Call Detail Report at Exhibit 7.
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Moreover, once TWTC became aware that its systems had failed, it should have notified FSF, so
that FSF could have taken additional steps to secure its equipment.

The presence of negligence on the part of TWTC in thisinstance, distinguishes this case
from Chartways and Directel. In Chartways, AT&T had timely notified Chartways of the
instance of fraud.** The Bureau noted that Chartways hadn’t made any allegation or provided
any evidence to show that AT& T was negligent in any way with regard to the unauthorized
cals® Likewise, in Directel, the Bureau found that Directel had failed to alleged facts that
would show that “it lacked the ability to control, secure or restrict such access and that such
ability was within AT& T’ s capability.” Here, TWTC had a monitoring system in place to assist
its customers and notify them of potentia fraud. FSF incurred over $125,000 in fraudulent
chargers during TWTC’ s equipment failure. By failing to maintain its system or notify FSF of a
system failure, TWTC’ s actions were negligent and unreasonable in violation of Section 201(b)
of the Act.

AT& T sinternationa tariff with TWTC provides that: “ The Parties agree to cooperate
with one another to investigate, minimize, and take corrective action in cases of fraud involving
1+ IntraLATA toll calls, ABT, and ported numbers. The Parties’ fraud minimization procedures
are to be cost-effective and implemented so as not to unduly burden or harm one Party as
compared to the other.”* TWTC failed in its duty to “minimize” fraud under the tariff, by
failing to maintain its fraud monitoring system. In this case, over $125,000 worth of charges

wereincurred due to this failure.*”  Moreover, TWTC has provided no indication that it

“ Chartways, 6 FCC Red at 3.

*1d. at T11.

*® See AT& T International Tariff at Section 9.2.

" FSF, on information and belief, believes that tariff Version: 2009 — Commercial Agreement — LWC 04/08/09 is
the correct tariff between TWTC and AT& T. FSF notesthat TWTC failed to provide a copy of the AT& T tariff to
FSF when requested. See Letter from Mark Palchick to Gary Witt, dated June 11, 2014 attached at Exhibit 8; see
also Letter from Gary Witt to Mark Palchick dated June 23, 2014 attached as Exhibit 3.
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informed AT&T that its fraud monitoring system was off-line for approximately 44 hours.
TWTC, likewise, has not indicated that it notified AT&T of the incident of fraud, so that the
parties could have worked together to prevent the payment of fraudulently incurred charges.

By failing to abide by the tariff, TWTC engaged in an unreasonable practice in violation
of Section 201(b). The AT&T tariff specifically required the parties to have fraud minimization
procedures in place and to take efforts to minimize the fraud. Moreover, the tariff required the
parties to work together to investigate, minimize and take corrective action in fraud cases. Not
only did TWTC fail to maintain its fraud monitoring system in violation of the tariff, but to
FSF s knowledge, TWTC never notified nor worked with AT&T to investigate, minimize or take
corrective action once the fraud had occurred. TWTC' s actions, or more precisely itsfailure to
take any actions pursuant to the tariff, were an unreasonable practice in violation of Section
201(b) of the Act.

TWTC Engaged | n Affirmative Practices That Promote I nternational Toll Fraud:

Toll pumping is aunique type of fraudulent activity that benefits carriers who initiate toll
pumping to artificialy increase traffic and toll charges. Payment of toll fees passes from the
end-user caler through theinitial carrier and subsequent interconnection carriers to the toll
pumping terminating carrier and, by default, facilitate funding of the fraud. Theresultisan
endless cycle of paymentsto perpetrators without questioning the legality of the payments. The
FBI’s Bulletin highlighted revenue share agreements between carriers as a vehicle for the fraud:
“The fraudsters, or traffic pumpers, aretypically several carriers behind a Competitive Local
Exchange Carrier (CLEC), who offers a share of the revenue paid by the toll free service
provides for connecting toll free calls to their networks.”*® Y et, despite knowledge of the

fraudulent activity and the means by which it isfacilitated, TWTC continued to perpetuate the

“8 See FBI Cyber Bulletin at Exhibit 6.
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crime by passing along revenue, generated from the end-user, to theillegal actor without even
attempting to investigate the legitimacy of the charges.

Here, despite knowing that the FSF incident involved fraudulent transmissions, TWTC
moved forward on payment of thetoll chargesto AT& T without advising AT& T or attempting
to investigate the legitimacy of the charges. Accordingly, TWTC facilitated theillegal toll
pumping terminating carrier and funded the fraud. Thisis an unreasonable practicein violation
of Section 201(b) of the Act for carriersto contribute to the furtherance of fraud by passing along
payments resulting from carrier initiated fraud. Moreover, as pointed out by the FBI Bulletin,
TWTC’ s actions put the entire telecommunication system at risk.

AT& T stariff requires carriersto “cooperate with one another to investigate, minimize,
and take corrective action in cases of fraud involving 1+ IntraLATA toll calls, ABT, and ported
numbers.”*® Thereis no evidence that TWTC investigated the source of the toll fraud. Per
TWTC's own admission, TWTC paid AT&T for charges, related to the fraud on May 8" even
though the charges, at that time, were still under review by TWTC.>® According to the AT&T
tariff,

In cases of suspected fraudulent activity by an End User, at a minimum, the cooperation

referenced in Section 9.1 above will include providing to the other Party, upon request,

information concerning End Users who terminate services to that Party without paying all
outstanding charges. The Party seeking such information is responsible for securing the

End User’ s permission to obtain such information.

TWTC never contacted FSF to obtain permission to pass along information regarding the
fraudulent chargesto AT&T. By failing to inform AT&T of the fraud, TWTC violated the

AT&T International Tariff. Violatingthe AT&T Tariff isan unreasonable practicein violation

of Section 201(b) of the Act.

9 AT&T International Tariff at Section 9.2.
%0 See Letter from Gary Witt to Mark Palchick, dated June 23, 2014 attached as Exhibit 3.
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By failing to maintain its fraud monitoring system, TWTC put all of its customers and
legitimate carriers at risk. Thereis no evidence that TWTC warned any of its customers or
connecting carriers that its fraud monitoring systems were off-line for approximately 44 hours.
Not only was the monitoring system offline for an extended period of time, it was aso off-line
over aweekend — the most-likely time for fraudulent toll charges to beincurred.® It can only
assumed that other TWT C customers incurred fraudulent toll charges over this period of time.
Moreover, by failing to inform its connecting carriers, TWTC helped perpetuate the fraud.
TWTC'srefusal to try to protect its customers and connecting carriers during this outage was a
negligent and unreasonable action in violation of Section 201(b) of the Act.

By knowingly paying AT&T international toll charges associated with illegal toll
pumping activity without advising AT&T of the fraud, TWTC committed wire fraud in violation
of 18 U.S.C. 81343. The elements of wire fraud require a party to knowingly and willingly enter
into a scheme to defraud and use interstate wire communication to further the scheme.® Here,
TWTC knowingly and willingly paid AT&T international toll charges on transmissions that
TWTC identified as fraudulent after FSF had disputed the charges and prior to resolution of the
dispute. To FSF s knowledge, TWTC never informed local, regional, national or international
law enforcement of the fraudulent activity. Rather, TWTC willingly and with full knowledge of
the fraud acted as a vehicle for the crimina activity and perpetuated the fraud by paying the
charges and passing fundsalongto AT& T without noticeto ATT&T that the transmissions were
fraudulent, ensuring funding of the unlawful activity. TWTC did so despite the opportunity

provided for in AT& T’ s international tariff to notify AT& T of the disputed charges. TWTC's

°! See FBI Cyber Bulletin at Exhibit 6.
218 U.S.C. §1343; United Sates v. Maxwell, 920 F.2d 1028, 1035-36 (D.C. Cir. 1990).
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extreme negligence in this matter and knowing facilitation of payment rises to the level of
criminal activity.
CONCLUSION

As shown above, and as will be shown in the formal complaint to be filed by FSF against
TWTC, TWTC has shown a wanton disregard for its customers, its obligations under the
Communications Act, and has threated the very fabric of the telecommunications system.
Therefore, pursuant to Section 310 of the Communications Act, the above referenced transfer
applications should be denied. At a minimum, TWTC transfers application must be conditioned
on reformation of its practices and recompense to the parties harmed by its actions.

Respectfully submitted,

b PO 4 X

Jeff Seeley Mark J. Palchick

Managing Partner Rebecca Jacobs

Foreman Seeley Fountain Architecture Womble Carlyle Sandridge & Rice, LLP
309 Governors Lake Drive 1200 19" StNW

Norcross, GA 30071-1143 Suite 500

(770) 729-8433 Washington, D.C. 20036

Telephone: (202) 857-4411
Telecopy: (202) 261-0011

Counsel for Foreman Seeley Fountain

Architecture

August 18,2014
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DECLARATION OF JEFF SEELEY

I, Jeff Seeley, declare the following:

1.

10.
11.

12.

I am the Managing Partner, Technology Director, and Plan Coordinator for Foreman,
Seeley Fountain Architects (“FSF”),

FSF’s relationship with Time Warner Telecom (“TW™) began approximately 18 months
ago when FSF began evaluating its telecommunications and broadband needs as part of a
move to a new office space.

On November 16, 2012, I emailed Christopher Festa, an account executive with TW and
informed him that FSF had recently signed a lease for tenancy in a new office building
and was looking for information on phone and Internet services.

Our plan was to bring the Nortel analog phone system that we had used in our prior
offices for twelve years into the new office building. The phone system included a
newer 8 year old voicemail system. The transfer of the phone system was simple and
only involved disconnecting the phone system from our old location and plugging it in at
Our new space.

FSF's previous phone installer had already placed passcodes on their voicemail systems
to protect them from hacking.

In order to ensure that the wiring at our new location was set-up properly, we hired
KGuess Communications. Since no changes were bring made to our phone system,
remaining analos, KGuess did not make any modifications involving the Nortel system.

Mr. Festa arranged for a meeting with me to review the TW services.

At the meeting, I explained to Mr. Festa that FSF needed to arrange for voice service and
broadband.

I also notified Mr. Festa that we planned to commence operations at our new space on
January 1, 2014 and needed to have the phone lines and broadband service ready at that
time.

At no time during our discussions did Mr. Festa mention international service.

After meeting with the service providers available for our building, I chose TW for
services. We signed a contract with them on December 10, 2012. The service order for
the contract did not reference international services in the detail of included services that
we had purchased.

After we had signed the contract for service, I was contacted via email by Harold
Hogancamp, a Senior Technical Assurance Specialist for TW. Mr. Hogancamp emailed
me a copy of a completed Technical Assurance Confirmation form and asked me to
confirm the accuracy of the technical specifications on the form.



13.

14.

15.

I looked over the form to see whether there were any issues and noticed that the name of
our firm had been misspelled. Other than that, I informed Mr. Hogancamp that I would
need to have it reviewed by someone who had a better understanding of our voice/data
system. Inever corresponded further with Mr. Hogancamp.

Mr. Hogancamp never discussed international toll blocking with me or any risks of toll
fraud.

The TW installation process was very frustrating. Even though I had informed TW that
we needed to be operational by January 1, 2014, TW missed multiple installation

- appointments and failed to have us up and running on time. We did not have phone or

16.

17.

18.

19.

20.

21.

22.

23.

24.

Internet service during the first week in our new office space. We had to contact clients
by cell phone and check our email through remote web accounts.

On Friday moming of March 28, 2014, I arrived at the office and was told by one of our
employees that we were having issues with our phones. Since I am the office technology
director, I dealt with the issue.

When I walked around to each of our phones, I realized that I could not get a dial tone on
any of the phones. So, I walked over to our main system and pulled the plug to reboot
the system. After doing that, the phones returned to normal.

After the weekend, I arrived at our offices on Monday morning March 31, 2014, When I
sat down at my desk, I noticed an email from Sue Brinson.

As 1 began to read the email, my phone rang and Sue Brinson was on the line. She told
me that TWTC had placed a stop on our services the night before because they received
an alert of fraudulent activity on account.

At that point, she warned me that the charges for the fraudulent calls could run up to
“several thousands of dollars™ in fees.

At that point, I followed her advice and asked her to continue to block our lines to avoid
any further fraudulent activity. I also agreed to have a technician review our system and
work to block further fraud on FSF’s end, as well.

For two weeks after we requested toll blocking, we continued to receive phone calls from
third parties thinking that they were dialing a different part. TWTC eventually changed
the numbers for our lines in order to avoid further wrong calls.

Around April 14, 2014, T again received a phone call from Ms. Brinson. Joel Fye, Vice
President/General Manager of TWTC, was on the line, as well. Ms. Brinson began the
conversation by saying “Be sitting down, the bill is $166,000.” When I expressed that
the amount of the charges would put us out of business, Mr. Fye assured me that that was
not the point of the charges. He said that TWTC would work with us and recommended
that we contact our insurance company.

We received an invoice around the same time of the call that showed a balance of
$166,000.00 for international calls.



25. On April 15,2014, we filed a dispute of charges with TWTC for the fraudulent calls. We
also filed a police report with the Gwinnet County Police Department and filed a claim
with our insurance company.

26. Our insurance company later denied our claim.

27. Even though we continued to work with Ms. Brinson on the dispute of charges, we were
sent a Reminder Notice on May 12, 2014 stating that our account was past due and
subject to late payment charges. We were sent a second Reminder Notice on May 15,
2014.

28. Concerned that despite our dispute of charges and claims that they would work with us,
TWTC was still moving forward with assessing the charges and now late fees, we filed
an informal complaint with the Federal Communications Commission on May 19, 2014,
notifying the Commission of the dispute.

29. On May 29, 2014 we were sent a Notice of Intent to Disconnect Service for non-payment
by TWTC. Our dispute was still pending with TWTC at that time.

30. In response to the Disconnect Notice, I emailed Ms. Brinson and Mr. Fye on June 2,
2014, asking why we had received the notice when we were clearly still in discussions
regarding the disputed charges.

31. On June 4, 2014, we filed a complaint against TWTC with the Public Service
Commission of Georgia.

32. FSF continues to dispute the charges incurred to fraud over the weekend of March 29-
March 31%.

33. I have reviewed the Complaint and believe it to accurately convey the facts as presented.

To the best of my knowledge, [ state under penalty of perjury that the pleading and the foregoing
are true and cotrect.

August 18, 2014

Teft Sedles / /
Manggidg Partner_

Foreman Seeley Fountain Architects
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Customer Information and Contract Specifications

Customer Name: Foreman Seeley Fountain Architecure

Service Order

This Service Order is entered into by tw telecom holdings inc. on behalf of itself and its wholly owned operating
subsidiaries (collectively "TWTC") and Foreman Seeley Fountain Architecure (“Customer”). It is effective upon execution
by both Parties ("Effective Date").

Service Address [Description - Order Tetm Qty | UnitMRC| UnitNRC| Total MRC| Total NRC
B ) R ) Type (Months) R )
3091 Governors Lake  {Converged Services - Voice + New 36 1 $369.99 $0.00 $369.99 $0.00
DR, Norcross, GA Internet - 6 Mbps

30071-1143

- Includes Standard Voice Options

- Includes Deluxe feature package
on business lines

- Includes 6500 LD Minutes -
Flexcall. (total)

- Includes Managed Adtran IAD
- Service Level = 24x7x4

- Includes Standard Shared Web
Hosting

- Number of Simultaneous Calls = 4-

8
Converged Transport 1 $0.00 $0.00 $0.00 $0.00
Domestic LD

- Interstate 8xx $0.020

- Interstate 1+ $0.020

- Intrastate 8xx $0.040

- Infrastate 1+ $0.030

Extended Area Service

- Addl Minute ' $0.050

- First Minute $0.050
- [subtotal - : : $369.99 $0.00
Trotals ' $369.99|  $0.00

Additional charges may be assessed if Customer causes a delay in installation or if wiring is required between the service
address and the network demarcation point.

Contract Provisions

The Services ordered herein are governed by this Service Order and the tw telecom Standard Terms and Conditions
executed by Customer, as referenced above.

Managed Services
Managed Services (Managed Security Services, SIP Trunking Services, Managed Router and Managed Integrated
Access Device) ordered herein are also governed by the Managed Services Addendum executed by the Parties.

Voice Services
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Voice Services ordered herein are also governed by the Important E911 Disclosure and Acknowledgement that
accompanies this Service Order Form or was previously executed by the Customer. A copy of tw telecom’s E911
Disclosure and Acknowledgement is located at:http://www.twtelecom.com/e911-disclosure-and-acknowledgement/.

Voice Services

Federal Subscriber Line Charges (“FSLC") will be assessed for VersiPak voice when not part of a VersiPak Bundle (ISDN
PRIs, Digital and Analog Trunks, and Business Line) as well as for Complete Lines and Business Line/Analog Trunk
Services. FSLC rates are posted to the TWTC web site at www.twtelecom.com which may be modified from time to time.

Customer may not use the Services to provide voice content related services including, without limitation, chat lines. If
Customer breaches this provision, TWTC may immediately terminate or suspend the Services and collect applicable early
termination charges. Customer shall notify TWTC immediately if it breaches this provision. Customer shall indemnify,
defend and hold TWTC harmless from all claims, demands, costs, damages, losses, liabilities and expenses of any nature
arising from Customer’s breach of this provision, including any costs and attorneys’ fees incurred by TWTC.

Customer shall not use the voice Services as a substitute for carrier interconnection or switched access services and
must immediately notify TWTC if it does so. If Customer uses the voice Services to support prepaid calling card calls,
such use is subject to the requirements outlined in FCC Order 06-79 (June 30, 2006). Customer shall remit all intrastate
or interstate access charges directly to the appropriate carrier. TWTC may disconnect Services if Customer violates this
provision and fails to cure the violation within ten days following written notice from TWTC. Customer must indemnify,
defend and hold TWTC harmless from all claims, demands, damages and expenses arising from or related to Customer's
breach of this provision, including all costs and attorneys’ fees incurred by TWTC. TWTC does not suppott resale of
switched services to end users including, but not limited to, support for E911 addressing, local number portability, calling
name delivery, end user billing, and directory listings unless special arrangements are agreed to in writing by TWTC.

Voice Services provided herein are not designed for but may be compatible with remote metering, supervisory control and
alarm signaling. To the extent Customer uses the voice Services to facilitate remote metering, superwsory control and
alarm signaling purposes, Customer is solely responsible for ensuring compatibility.

TN’s Special Provisions
Each ITN or VTN requested by Customer hereunder, either at the time of this Service Order or thereafter, will be charged
at the applicable TWTC current tariff rate or posted price lists.

Toll Free Numbers (8xx) Special Provisions
Each Toll Free Number requested by Customer, either at the time of this Service Order or thereafter, will be charged at
the applicable TWTC current tariff rate or posted price lists.

Domestic and International Long Distance Services
By contracting for TWTC's long distance services, including for minutes that are packaged with bundled or integrated
services, Customer acknowledges that it has selected TWTC as its IntraLATA and InterLATA long distance toll provider.

Customer will not incur any usage charges for calls originating from any voice service in which TWTC is the selected long
distance provider and terminating to a telephone number associated with a TWTC local voice service. The minimum
initial per call charge for all other long distance calls is $.01 (one cent).

If 40% or more of Customer's long distance traffic results in TWTC incurring inter-carrier compensation costs that are at
least 20% higher than Customer's contracted long distance rate, the Parties agree to enter into good faith negotiations to
increase the rate for long distance services. If the Parties are not able to reach agreement regarding a new long distance
rate, TWTC may discontinue providing the long distance services following ten days written notice.

Domestic‘package minutes are applicable to both 1+ and 8xx toll free long distance calls.

Unused package minutes do not carry over to subsequent months.
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Except as otherwise specified in this Service Order, international long distance calls are charged at the rates specified in
TWTC's international price list found at www.twtelecom.com/tariffed-international-rates. Information regarding
international toll blocking and international/offshore pricing for TWTC'’s international long distance Services is also
available at this website.

Extended Community Calling or Extended Area Service
This usage charge applies to calls placed to exchanges in the extended calling areas.

Internet

Usage: Customer shall not transmit or store material in violation of any Federal or state laws or regulations, including, but
not limited to, obscenity, indecency, defamation or infringement of trademark or copyright. Customer agrees to adhere to
TWTC’s IP policies at http://www.twtelecom.com/support-information/customer-resources/product-resources/ip-
addressing-policy/ and
http://Aww.twtelecom.com/support-information/customer-resources/product-resources/peering-policy/ .
and TWIC's Acceptable Use Policy (“AUP") at  hitp://mwww.twtelecom.com/support-information/legal-
information/acceptable-use-policy/, which may be modified from time to time.

Integrated Services (VersiPak Classic, VersiPak Bundles, Complete Dynamic, Converged Services, Integrated LAN and
Channel 12)

Special Provisions for Integrated Services: If Customer or its authorized agent disconnects a service/element required
by tariff or requests to reconfigure its integrated Service below a tariff required minimum, including if such circumstances
result from Customer having a carrier port associated telephone numbers away from TWTC, TWTC may terminate the
integrated Service in its entirety upon ten days written notice and assess early termination charges resulting from such
termination. If Customer wishes to retain any portion of the Services, Customer is responsible for contacting TWTC and
entering into a new agreement for such Services prior to the termination.

Converged Voice Battery Backup

Battery Backup: TWTC will provide Customer with a separate battery back-up for TWTC's Integrated Access Device
("IAD™). TWTC owns and maintains the IAD as part of its Network, but the Customer will own and is responsible for
maintenance and repair of the separate battery backup. The battery back up is not part of TWTC’s Network. TWTC's
charge for the Service includes the battery back up. If there is a power failure, any failure of the battery back-up system
will result in loss of service, including 911 service and TWTC bears no responsibility for such loss of service.

The battery back-up includes a manufacturer's warranty, and the Customer is responsible for activating this warranty by
using the online Product Registration at the following manufacturer's website:
https.//www.apcc.com/support/inter_warranty/index.cfm?langcode=en&countrycode=US&isoCountryCode=us&internation
al=0. TWTC MAKES NO WARRANTIES, REPRESENTATIONS OR AGREEMENTS, EXPRESS OR IMPLIED, EITHER
IN FACT OR BY OPERATION OF LAW, STATUTORY OR OTHERWISE WITH RESPECT TO THE BATTERY BACK-UP
AND ANY ASSOCIATED-SOFTWARE, AND DISCLAIMS ANY AND ALL WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR OR ORDINARY PURPOSE.

Multiple site services (IP VPN, ILAN, NLAN, ENLAN, Converged, UNI, E-Line, E-Access, and E-NNI)

Billing for multiple site Services will commence on the Service Date for each individual node or site. Customer networks
should be engineered so that a hub-site and at least one other site are brought online first and on the same date.
Notwithstanding the foregoing, billing for E-NNI Service locations will commence when the E-NNI Service has been
successfully installed and is available for Customer’s use regardless of the status of other sites or configurations.
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Signature Block

tw telecom holdnlgs inc. Customer: Foreman Seeley Fountain Architecure
Signature: Signature:

(130 SN
Name: Tee/) Fc Name: N.JEH%'FTT‘? DEELEY
Title: i/ o 1) | Title:

/ L=

Date: )2 ~)0 “fh Date: \2/}0///
Sales Person: Christopher Festa

Customer and the individual signing above represent that such individual has the authority to bind Customer to this
Agreement.
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Customer Service Record — Letter of Authorization

TO: Comcast

The undersigned hereby authorizes tw telecom to request and receive the undersigned's Customer Service Record in
anticipation of the parties coming to agreement for the provisioning of local service. | understand that my Customer
Service Record may contain Customer Proprietary Network Information and | consent to the disclosure of such
information to tw telecom.

| understand that this letter is not an order for service and does not bind or commit me to any agreement for services.

Comcast may deal directly with tw telecom as my agent and provide the requested records.
The undersigned releases Comcast from any liability for providing this information

Customer Name: _Foreman Seeley Fountain Architecure (Must precisely match the name on your local telephone bill)

Service Address ~© 7| Billing Telephorie Number(s) (“BTNs") Associated Telephone Number(s)

Signature Block

Signature: (

Name: / \)Eﬁ’EF-T M. 65‘5'(_&"(

Title: ' NP

Phone Number:  (770) 729-8433

Date: i 2-/ ID/ [y

Customer and the individual signing above represent that such individual has the authority to sign this authorization on
behalf of Customer.
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Local Number Portability — L etter of Authorization

Thank you for choosing tw telecom holdings inc. (“tw telecom”) as your service provider. Local Number Portability
allows you to keep your current telephone numbers while changing service providers. Upon receipt of this Letter of
Authorization, tw telecom can commence the transfer process with your existing carrier.

Customer Name: _Foreman Seeley Fountain Architecure {Must precisely match the name on your local telephone bill)

‘Service Address - e Billing Telephone Number(s) (“BTNs”)

By signing below, | authorize tw telecom’s authorized subsidiary to act on Customer's behalf to port to tw telecom the
telephone numbers associated with the BTN's listed above as well as any BTN's and associated telephone numbers that
are specified in the Porting Worksheet. | understand that only one telecommunications carrier may be designated as
Customer's interstate or interLATA preferred interexchange carrier for any one telephone number. | understand that |
may consuilt with tw telecom as to any fees that apply to this transfer.

Signature Block

Customer: _ Foreman Seeley Fountain Architecure
Signature: (_
Name: /V JEFFERY H. SEELEY
Title: V.-P
Date: I'Z/IO/IZ

/ [

Customer and the individual signing above represent that such individual has the authority to make these changes for the
BTN'’s and associated telephone numbers on behalf of Customer.
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Important E911 Disclosure and Acknowledgement

TWTC provides access to the Enhanced 911 (“E911") system that sends a caller's telephone number and location to an
emergency dispatcher (called a Public Safety Answering Point "PSAP"). In order to work successfully, the system relies
oh the correct input of numbers and addresses into centralized databases.

With the introduction of Internet Protocol or “IP” based voice services, including the use of virtual telephone numbers, it is
critical that TWTC's customers (“Customer”) understand and acknowledge the items below.

Take note that E911 access may not be available, or may be limited, as follows:

1. Emergency Responders Will Not Be Able to Locate Individual End User Stations Unless Customer Takes
Additional Steps. TWTC will advise emergency responders only of the main physical address where TWTC has
actually installed the voice service.

TWTC cannot identify, control or track the location of individual end-user stations beyond the demarcation point
between TWTC's Network and the Customer's equipment - TWTC also cannot see the Customer’s method of
connecting end-user stations beyond the demarcation point. As a result, emergency authorities will be unable to
identify or locate individual end-user stations unless the Customer takes the following steps. If the Customer
wants emergency responders to know the location of individual end users, then: (a) for traditional voice services
and DSIP, the Customer must purchase commercially available Private Switch/Automatic Location ldentification
("PS/ALI" software and Customer must also arrange in writing with TWTC to obtain a special E911 feature; and
(b).for Converged Voice or SIP Trunking services, the Customer must first arrange in writing with TWTC to obtain
a special E911 feature and for TWTC to update the 911 database .

2. Emergency Responders Will Only Be Able to Locate Calls From Telephone Numbers Assigned by TWTC.
TWTC's Services are configured to transmit to PSAPs the main physical address only for telephone numbers that
TWTC has assigned to the Service. Unless otherwise agreed in writing, the physical location of callers from other
telephone numbers will not be sent to emergency responders.

3. Do not call 911 from Foreign Exchange Services. TWTC's Network does not support dialing 811 from foreign
exchange services (including BES, EES, 1SS, Virtual Reach, Local Reach or VTN) and E911 will not properly
operate from these services. Should the customer attempt to use these services to reach 911, even calls that
may complete will not be directed to a PSAP in a location capable of responding to the emergency.

4. Moving or Disabling Equipment May Block E911 Calls. If you move the equipment used to provide service
(IAD or other device) to a location other than the service address you identified when service was first installed
without telling us, or if you disable or damage the equipment, E911 calls may not be directed to a PSAP capable
of responding to the emergency condition.

5. Power Outage May Prevent E911 Calls. If a power failure occurs that lasts longer than the life of the backup
battery in or attached to the equipment on your premises used to provide service, E911 access will not work and
you will not be able to reach emergency responders.

YOU SHOULD OBTAIN A BACKUP MEANS OF CONTACTING E911 SERVICES AND INFORM YOUR USERS
HOW TO DO SO. '

TWTC has no liability or responsibility whatsoever for inaccuracies in the E911 database associated with Customer
provided information, and TWTC is not responsible for Customer's inability to access emergency services, except to the
extent caused by TWTC's gross negligence or willful misconduct. Customer hereby waives and releases TWTC for any
and all claims that it has or may have against TWTC now or at any time in the future for damages or compensation of any
kind that arise from, or in any manner relate to, voice services not having the functionality to provide access to E911
services. Customer further agrees to indemnify and hold TWTC harmless for any claims that are asserted against TWTC
that arise from or in any manner relate to voice services not having functionality to provide access to E911 services.
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ACKNOWLEDGEMENT:

By signing this Disclosure and Acknowledgement, Customer affirmatively acknowled‘ges that it understands and will
inform users that they may not be able to contact emergency services by dialing 911 in the circumstances described
above.

Signature Block

Signature: E%;%

Name: 11N JéFFE}ZT . 55(,5‘[

Title: VP

Date: IZ/ID /IZ,

Customer and the individual signing above represent that such individual has the authority to éign this acknowledgement
on behalf of Customer.

E911 Acknowledgement tw telecom — Confidential ' Page 2 of 2




@telecomw

Document No. 277104

Standard Terms and Conditions

These Standard Terms and Conditions (“Agreement”) are entered into by tw telecom holdings inc., a Delaware
corporation, on behalf of itself and its wholly owned and state certified operating subsidiaries, (collectively “TWTC") and
Foreman Seeley Fountain Architecure, a Georgia Corporation (“Customer”) and are effective upon execution by both
Parties. Customer and TWTC may be referred to individually as a “Party” or collectively as the “Parties”. TWTC is
responsible for the performance of its operating subsidiaries under this Agreement.

1. Service Orders: Customer may submit service orders to TWTC to purchase telecommunication and related services
under this Agreement (“Service Orders”). The Service Orders describe the telecommunication and related services that
are available for purchase (“Services"). Service Orders executed by the Parties together with this Agreement form the
final written agreement between the Parties, and can only be amended or modified in a written document executed by
both Parties. Services are subject to availability, and TWTC has the right not to accept a Service Order submitted by
Customer. If a Service Order has been accepted by TWTC, it will provide Services for the term set forth in the Service
Order and renewal periods (“Service Term"). Upon expiration of a Service Term for a particular Service, the Service Term
will automatically renew for successive 12 Month terms unless terminated by either Party upon written notice provided in
accordance with Section 20 below at least thirty days prior to expiration of the then existing Service Term.

2. Term of Standard Terms and Conditions: The term of these Standard Terms and Conditions will commence upon
signature by both Parties and will continue to govern Service Orders entered into by the Parties unless and until the
Agreement is terminated in accordance with Sections 12 or 13 herein, or is otherwise superseded by a subsequent written
agreement between the Parties.

3. Cancellation, Modification or Expedition of Orders: “Cancellation”, “Modification” and “Expedite Charges”
referenced hereunder are posted to the TWTC Website (www.twtelecom.com) and are subject to modification by TWTC
effective upon posting to the TWTC Website.

(a) Cancellation. Customer may cancel a Service Order if the request is received in writing by TWTC prior to the planned
installation date, and TWTC shall have the right to assess a Cancellation Charge. If the request to cancel is received after
installation has begun, Customer must pay full termination liability as set forth in Section 14 below.

(b) Modification. Customer may request in writing the modification of any Service Order(s). Such request shall result in a
Modification Charge. If TWTC receives a written modification request for delay of installation less than 3 days prior to the
planned installation date, Customer must pay, in addition to the Modification Charge, the monthly recurring charge
("MRC”) applicable to the delayed Service for the shorter of one billing month or the period from the original due date to
the requested installation date. TWTC reserves the right to limit the number of requests to delay the planned installation
date.

(c) Expedite. Customer may request an expedited installation date. If TWTC accepts the expedited installation date,
Customer must pay an Expedite Charge.

(d) Third Party Charges. In addition to the charges set forth in (a), (b) and (c) above, TWTC may bill Customer for third
party charges it incurs in order to complete Customer’s request to cancel, modify, or expedite the Service Order.

4. TWTC Network, Access and Interconnection:

(a) Responsibilities. TWTC will own and control the telecommunications equipment, cable and facilities installed and
operated by TWTC for provision of the Services to Customer (“TWTC Network”). The TWTC Network will remain TWTC's
personal property regardless of where located or attached. TWTC has the right to upgrade, replace or remove the TWTC
Network in whole or in part, regardless of where located, so long as the Services continue to perform. TWTC has the right
to limit the manner in which.any portion of the TWTC Network is used to protect its technical integrity. Customer may not
alter, move or disconnect any parts of the TWTC Network and is responsible for any damage to, or loss of, the TWTC
Network caused by Customer’s (or its end users') breach of this provision, negligence or willful misconduct. TWTC has no
obligation to install, maintain or repair any equipment owned or provided by Customer, unless otherwise agreed fo in a
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writing executed by the Parties. If Customer's equipment is incompatible with the Service, Customer is responsible for any
special interface equipment or facilities necessary to achieve compatibility.

(b) Access. Customer must provide TWTC with access to its premises to install and maintain Services and TWTC's
Network. Customer must provide, at its expense, the following (collectively "Premise Requirements”): (i) appropriate
space, power and environmental conditioning; and (ii) reasonable access rights and/or rights of way from third parties, as
may be required for the installation and maintenance of the TWTC Network at and into Customer’s premises. Customer
must pay a Modification Charge if Customer does not provide the Premise Requirements prior to the scheduled
installation date. In addition to the Modification Charge, TWTC may charge Customer for the reasonable time and
materials incurred and documented by TWTC that are incurred because of Customer’s failure to timely provide the
Premise Requirements plus any third party charges assessed against TWTC. Customer must provide TWTC with a
contact and/or help desk humber that can be reached 24 hours per day/7 days per week.

(c) Demarcation Point and Inside Wiring. TWTC shall be responsible for provisioning Service up to the Demarcation Point
and Customer is responsible for providing and maintaining any necessary wiring and facilities on Customer’s side of the
Demarcation Point. “Demarcation Point" means the TWTC-designated physical interface between TWTC’s Network and
Customer's equipment, which point shall be either (i) in the case of a Service terminating at a TWTC owned or controlled
premises, TWTC's designated distribution panel or network interface device located within such TWTC premises or (i) in
the case of a Service terminating at Customer's premises, the distribution panel or network interface device located at the
common telecommunications (“telco”) demarcation at the Customer or end-user premises (e.g., entry point for telco
facilities, telco closet or common telco room). |If requested by Customer, TWTC may install, co-ordinate or otherwise
arrange for installing or obtaining from third parties, facilities on Customer's side of the Demarcation Point (“Inside’
Wiring"). Customer agrees to pay Time and Materials rates posted at www.twtelecom.com for any Inside Wiring
performed by TWTC personnel and agrees that TWTC may bill Customer for any third party charges it incurs to provide
such Inside Wiring.

(d) Letter of Authorization / Carrier Facility Assignment. If Customer intends to connect the Setvices to facilities that
heither it nor TWTC owns, it must provide TWTC with and maintain (for the Service Term) a current letter of authorization
and carrier facility assignment, as applicable.

5. Installation and Maintenance:

(a) Installation. TWTC will notify Customer when the Service has been successfully installed and is available for
Customer's use (“Service Date”). Unless Customer notifies TWTC by the close of business on the Service Date that the
Service is not operational, the Service Term will commence. If Customer.so notifies TWTC, the Service Date will not
occur and the Service Term will not commence until the Service is operating properly. The Service Date will not be
delayed or postponed due to problems with Customer's equipment or Customer’s lack of readiness to accept or use
Service.

(b) Maintenance:

(i) Scheduled Maintenance. TWTC will monitor TWTC's Network 24 hours per day, 7 days per week. Scheduled
Maintenance will be performed between the hours of midnight and 6:00 a.m. (local time where the maintenance is being
performed) unless another time is agreed to by the Parties for the particular circumstance. TWTC will endeavor to provide
Customer with at least five business days notice before performing Scheduled Maintenance unless a shorter notice period
is required under the circumstances.

(i) Emergency Maintenance. If TWTC has to perform maintenance outside of the Scheduled Maintenance window set
forth in Section 5(b)(i) above, then TWTC will provide as much prior notice to Customer as is practicable under the
circumstances.

6. Charges, Billing, Taxes and Payment:
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(a) Services are billed on a monthly basis commencing with the Service Date. Services are invoiced in advance, but
usage charges are invoiced in arrears. Any installation or other non-recurring charges, which are non-refundable, will
appear on the first monthly invoice.

(b) TWTC may require a deposit prior to the provision of any new Service. TWTC also may require a deposit as a
condition to its obligation to continue to provide Service(s) if Customer has failed to timely pay for Service(s) on two
occasions during any six month period.

(c) TWTC will invoice Customer for applicable Taxes (defined below) and, whenever possible, will identify such charges
as a separate line item on the invoice. Customer will be liable for Taxes which were assessed by or paid to an
appropriate taxing authority within the applicable statute of limitations period. If Customer fails to pay any Taxes properly
billed, then as between TWTC and Customer, Customer will be solely responsible for payment of the Taxes, and penalty
and interest.

“Tax” or “Taxes” mean any federal, state or local excise, gross receipts, value added, sales, use or other similar tax,
fee, tax-like fee or surcharge of whatever nature and however designated, imposed, or sought to be imposed, on or with
respect to purchases by Customer from TWTC for consideration under this Agreement or for TWTC's use of public streets
or rights of way, which TWTC is required or permitted by law or a tariff to collect from Customer; provided, however, that
the term "Tax" will not include any tax on TWTC's corporate existence, status, income, corporate property or payroll taxes.

If either Party is audited by a taxing or other governmental authority, the other Party agrees to cooperate reasonably by
responding to the audit inquiries in a proper, complete and timely manner. TWTC will cooperate, at Customer’s expense,
with reasonable requests of Customer in connection with any Tax contest or refund claim. The Customer will ensure that
no lien is attached to or allowed to remain on any asset of TWTC as a result of any Tax contest. Customer will indemnify
and hold TWTC harmless against any liabilities, damages, losses, costs or expenses arising out of such Tax proceedings,
including without limitation any additional Taxes, interest, penalties and attorney's fees.

If Customer claims an exemption for any Taxes, Customer must provide TWTC with a proper tax exemption certificate as
authorized by the appropriate taxing authority. Customer must pay the applicable Taxes to TWTC until it provides TWTC
with a valid tax exemption certificate. If applicable law exempts a Service under this Agreement from a Tax, but does not
also provide an exemption procedure, then TWTC will not collect such Tax if Customer provides TWTC with a letter
signed by one of its officers: (i) claiming a right to the exemption; (ii) identifying the applicable law that allows such
exemption and does not require an exemption certificate; and (iii) agreeing to indemnify and hold TWTC harmless from
any tax, interest, penalties, loss, cost or expense asserted against TWTC as a result of its not collecting the Taxes from
Customer.

(d) Payment for all undisputed amounts due under this Agreement must be received by TWTC on or before the due date
specified on the bill (‘Due Date”). Any payment or portion thereof not received by the Due Date is subject to a late charge
on the unpaid amount at the lesser of 1.5% per month or the maximum rate permitted by law.

7. Disputes: If Customer disputes any charges, it must log the dispute by completing and submitting a dispute form via
TWTC’s dispute website located at: https://billing.twtelecom.com/disputes/, or by contacting TWTC's dispute telephone
line at 1-800-829-0420. All disputes must be submitted to TWTC in the manner specified above within 120 calendar days
of the date of the invoice associated with the disputed charges, or the invoice shall be deemed correct and all rights to
dispute such charges are waived. Withheld disputed amounts determined in favor of TWTC must be paid by Customer
within five (5) business days following written, electronic or telephonic notice of the resolution, and will bear interest at the
lesser of 1.5% per month or the maximum rate allowed by law from the Due Date until the date paid.

8. Service Levels / Service Outage Credits:

(a) Service Level Agreement (“SLA"). The SLAs provided by TWTC are set forth at http://www.twtelecom.com/SLAs. The
SLAs identify the applicable performance metrics and Service Outage credit tables. If a specific SLA is not identified on
the website for a particular Service, then credits for Service Outages exceeding thirty (30) minutes will be calculated on a
pro rata basis, i.e. credits will be calculated by multiplying the duration of the Service Outage by the applicable MRC,
divided by the monthly period.
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(b) Setrvice Outage Definition. A “Service Outage” is defined as either: (a) material non-compliance with a specific
performance metric in a service level agreement and such non-compliance is caused by TWTC's Network; or (b) a
complete loss of transmission or reception capability for a Service caused by TWTC’s Network.

(c) Reporting and Tracking of Service Qutages. If there is a Service Outage, Customer must contact TWTC’s Customer
Network Reliability Center (“CNRC") at 800-829-0420 and TWTC will open a trouble ticket and provide Customer with a
trouble ticket number for tracking purposes.

(d) Duration of Service Outage and Application of Credits. For the purpose of calculating applicable credits, a Service
Outage begins when Customer reports the Service Qutage to TWTC’s CNRC, and ends when the Service is restored.
Service Outages do hot include outages and failures caused by the equipment, acts or omissions of Customer, third
parties, Force Majeure events, or outages occurring during scheduled or emergency maintenance. The duration of a
Service Outage does not include any time during which TWTC is not allowed access to the premises necessary to restore
the Service. Credits for Service Outages are only issued if requested by Customer, and such requests must be submitted
to TWTC within 120 days from the date Service is restored.

(e) Chronic Trouble Services. If two Service Outages have occurred on a particular Service during a 30-day period, and a
third Service Outage occurs within thirty days following the second Service Outage, Customer may terminate the
applicable Service without early termination liability provided that Customer supplies TWTC with a written termination
notice no later than thirty days following the third Service Outage.

() Remedies. Notwithstanding anything to the contrary in this Agreement, the remedies set forth in the service level
agreement and in Sections 8(a) and 8(e) of this Agreement constitute Customer's sole and exclusive remedy for Service
Outages.

(g9) Service Outages Not Caused by TWTC’'s Network. If TWTC responds to a service call initiated by Customer, and
TWTC reasonably determines that the cause of the problem is: (i) not due to TWTC's Network; or (ii) on Customer’s side
of the Demarcation Point, Customer must compensate TWTC for the service call at TWTC's then prevailing Time and
Materials rates posted at www.twtelecom.com.

9. Governmental Regulation - Changes:

(a) This Agreement is subject to all applicable federal, state and local laws, rules and regulations, and each Party must
comply with them in performing its obligations hereunder. To the extent any provision herein conflicts with any applicable
law, rule or regulation, such law, rule or regulation will supersede the conflicting provision.

(b) TWTC may discontinue or impose additional requirements to the provision of Service, upon 15 days written notice, if
necessary to meet regulatory requirements or if such requirements have a material, adverse impact on the economic
feasibility of TWTC providing the Service. Customer is not responsible for the termination liability set forth in Section 14
below if TWTC discontinues the Service under this subsection.

10. Indemnification: Each Party (“Indemnitor”) shall indemnify, defend and hold harmless the other Party (“Indemnitee”)
from all losses or damages arising from or related to bodily injury or physical damage to tangible property caused by the
negligence or willful misconduct of Indemnitor. Customer shall indemnify, defend and hold TWTC harmless from all losses
or damages arising from Customer's viclation of third party intellectual property rights, all claims of any kind by
Customer’s end users, or any act or omission of Customer associated with any Service.

11. Limitation of Liability: Except for the Parties’ respective obligations set forth in Section 14 herein, neither Party is
liable to the other for indirect, consequential, special, incidental, or punitive damages of any kind or nature whatsoever
(including without limitation lost profits, lost revenues, lost savings, lost opportunity or harm to business), whether or not
foreseeable, whether or not the Party had or should have had any knowledge, actual or constructive, that such damages
might be incurred, and regardless of the form of action, nature of the claim asserted or the frustration of either Party’s
purpose. Indirect damages include, but are not limited to, damages of the kinds specified in the preceding sentence that
are incurred by a third party and are asserted against a Party (including attorneys' fees and expenses). TWTC's liability to
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Customer for direct damages may not exceed one month's calculation of the applicable MRCs regardless of the form of
action, nature of the claim asserted or the frustration of either Party's purpose. TWTC has no liability for the content of
information that Customer passes through TWTC’s Network, Customer’s transmission errors, or any failure to establish
connections outside of the TWTC Netwark.

12, Termination by TWTC:

(a) Termination With Notice. TWTC may disconnect all Service(s) associated with a delinquent account upon ten (10)
days written notice for Customer’s failure to pay amounts due under this Agreement which remain uncured at the end of
the notice period; or upon thirty (30) days written notice for: (i) Customer’s breach of a non-economic, material provision of
this Agreement or any law, rule or regulation governing the Services which remains uncured at the end of the notice
period; (ii) Customer’s insolvency, bankruptcy, assignment for benefit of creditors, appointment of trustee or receiver;
and/or (iii) any governmental prohibition or required alteration of the Services.

(b) Termination Without Notice. TWTC may terminate or suspend Services without notice if: (i) necessary to protect
TWTC’s Network; (ii) TWTC has reasonable evidence of Customer’s illegal, improper or unauthorized use of Services; or
(iii) required by legal or regulatory authority.

(c) Post Termination. Any termination or disconnection shall not relieve Customer of any liability incurred prior to such
termination or disconnection, or for payment of unaffected Services. TWTC retains the right to pursue all available legal
remedies if it terminates this Agreement or disconnects Service(s) in accordance with this Section. All terms and
conditions of this Agreement shall continue to apply to any Services not so terminated, regardless of the termination of
this Agreement. If TWTC terminates Service in accordance with this section, and Customer wants to restore such Service,
Customer first must pay all past due charges, a reconnection charge and a deposit equal to 2 months’ recurring charges.
All requests for disconnection will be processed by TWTC in 30 days or less. Customer must pay for Services until such
disconnection actually occurs.

13. Termination by Customer: Customer may terminate this Agreement and/or any Service Order hereunder upan thirty
(30) days prior written notice, without incurring termination liability, for TWTC's (i) breach of any material provision of this
Agreement, or any law, rule or regulation that affects Customer’s use of Service(s), which remains uncured at the end of
the notice period and/or (ii) insolvency, bankruptey, assignment for the benefit of creditors, appointment of trustee or
receiver or similar event. ‘

14. Termination Liability: If TWTC terminates this Agreement or any Service Order(s) pursuant to Section 12 above
(other than subsections a(iii) and/or b(iii)), or if Customer terminates this Agreement or any Service Order(s) for any
reason other than pursuant to Section 13 above, all MRCs associated with the terminated Service(s) for the balance of the
applicable Service Term shall become immediately due and payable.

15. Assignment: Neither Party may assign this Agreement without the prior written consent of the other Party, not to be
unreasonably conditioned, withheld or delayed, except that: (1) TWTC may assign its rights and/or obligations hereunder
(a) to its parent, affiliates or subsidiaries, (b) pursuant to any merger, acquisition, reorganization, sale or transfer of all or
substantially all its assets, or (c) for purposes of financing; and (2) Customer may assign its rights and/or obligations
hereunder (a) to its parent, affiliates or subsidiaries, or (b) pursuant to any merger, acquisition, reorganization, sale or
transfer of all or substantially all its assets, provided that any assighment by Customer pursuant to this exception is
subject to the following conditions: (i) the proposed assignee satisfies TWTC's credit and deposit standards; (ii) Customer
has fully paid for all Services through the date of assignment; and (iii) the proposed assignee agrees in writing to be
bound by all provisions of this Agreement.

16. Entire Agreement: This Agreement, together with the Service Order(s) and applicable tariffs set forth the entire
agreement with respect to the subject matter hereof, and supersede all prior agreements, promises, representations, and
negotiations between the Parties. If there is a conflict, the Service Order shall prevail over this Agreement and any
applicable tariff shall prevail over both. Modifications, amendments, supplements to or waivers of this Agreement must be
in writing and executed by both Parties.
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17. Force Majeure: Either Party shall be excused from performance if inability to perform is due to a cause or causes
beyond such Party's reasonable control, including without limitation, acts of God, fire, explosion, vandalism, acts of
terrorism, cable cuts caused by a third party, adverse weather conditions, labor strikes and governmental action (“Force
Majeure™. If such inability to perform continues for sixty days or longer, the other Party may terminate the affected
Services. Customer's invocation of this clause does not relieve Customer of its obligation to pay for Services actually
received.

18. Governing Law - Litigation: The interpretation of the rights and duties of the Parties and any claim, controversy or
dispute arising under or related to this Agreement shall be governed by and subject to the laws of the State of Georgia
excluding its principles of conflicts of law. If litigation is commenced to enforce this Agreement, the prevailing Party is
entitled to reimbursement of its costs and attorneys’ fees from the other Party.

19. Headings: Headings herein are for convenience only and are not intended to have substantive significance in
interpreting this Agreement.

20. Notices: Any notice required under this Agreement must be in writing and be delivered-to the receiving Party at the
addresses listed below (i) in person, (i) by certified mail with return receipt requested, or (iii) by overnight courier. A
notice is deemed given (i) when delivered, if personally delivered, (ii) at the time indicated on the return receipt, if
delivered by certified mail, or (iii) at the time the party or its representative executes the delivery receipt, if delivered via
courier. TWTC must provide such notice to Customer's billing address, and Customer must provide such notice to TWTC
at 10475 Park Meadows Drive, Littleton CO 80124, Attn: Deputy General Counsel, except that if Customer is
disconnecting Services for any reason, it must deliver notice to TWTC either by facsimile to 303-803-9638 or by
email to “CustomerCare@twtelecom.com”, Notice by facsimile or email is deemed given when delivered.

21. No Waiver: Either Party's failure to enforce any provision or term of this Agreement shall hot be construed as a future
or continuing waiver of such provision or term of this Agreement.

22, Public Releases, Use of Name: Neither Party may issue a news release, public announcement, advertisement or
other form of publicity regarding this Agreement nor the Services provided hereunder without the prior written consent of
the other Party. Customer may not use TWTC’s name, logo or service mark without TWTC’s prior written consent.
TWTC may use Customer’'s name and logo in materials presented to analysts and investors.

23. Representations and Warranties: Each Party represents and warrants that it, and the person signing on its behalf,
is fully authorized to enter into this Agreement. TWTC represents and warrants that the Services will be performed by
qualified and trained personnel. TWTC does not guarantee, represent or warrant that the Service(s) will be without
interruption. TWTC MAKES NO OTHER REPRESENTATIONS OR WARRANTIES, EXPRESS OR IMPLIED, EITHER IN
FACT OR BY OPERATION OF LAW, AND DISCLAIMS ANY AND ALL WARRANTIES OF MERCHANTABILITY OR
FITNESS FOR A PARTICULAR OR ORDINARY PURPOSE.

24. Severability: If any provision hereunder is declared or held invalid, illegal or unenforceable, this Agreement will be
revised only to the extent necessary to make such provision(s) legal and enforceable, or if impossible, the unaffected
portions of this Agreement shall remain in full force and effect so long as the Agreement remains consistent with the
Parties’ original intent.

25. Survival: The terms and conditions of this Agreement will survive the expiration or termination of this Agreement to
the extent necessary for their enforcement and for the realization of the benefit thereof by the Party in whose favor they
operate.

26. Relationship of Parties; No Third Party Beneficiaries: The Parties are independent contractors, and nothing herein
creates or implies an agency, joint venture or partnership relationship between the Parties. This Agreement shall bind and
inure to the benefit of TWTC, Customer, and permitted successors and assigns. The Parties do not intend to create any
rights for the benefit of any third parties.

27. Confidentiality: Each Party may disclose confidential information to the other Party in connection with this
Agreement. Confidential information includes this Agreement, Service Orders, Service Level Agreements, all pricing
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information and any other information that is marked confidential or bears a marking of like import, or that the Party
disclosing such information states is confidential and then confirms such confidentiality in writing within ten (10) days
("Confidential Information"). Confidential Information may only be used in connection with performance under this
Agreement. Confidential Information may not be disclosed except to those employees or affiliates of the receiving Party
who have a need to know, or to consultants or subcontractors of the receiving Party who agree to be bound by this
Section.  Confidential Information does not include information that is generally available to the public through no
wrongful act of the receiving Party or is independently developed by the receiving Party. Upon termination or expiration of
this Agreement, the receiving Party will return the Confidential Information or destroy it. The obligations of this provision
will survive for five years after the termination or expiration of this Agreement.

Signature Block

tw telecom holdings inc. Customer:  Foreman Seeley Fountain Architecure
Signature; Signature:

/7

r/

— 154 NS
Name: Toe ] Y€ Name: //%(/ JEFFERY M. ‘.;EELET
Title: VP/(r#] Title: VP
Date: /2 -)0 )2 Date: ]2,/10/12_
7

Sales Person: Christopher Festa

Customer and the individual signing above represent that such individual has the authority to bind Customer to this
Agreement.
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Managed Services Addendum

i

This Managed Services Addendum is entered into by tw telecom holdings inc. on behalf of itself and its wholly owned
and state certified operating subsidiaries (collectively "TWTC") and Foreman Seeley Fountain Architecure (“Customer”)
and it is effective upon execution by both Parties ("Effective Date").

1. Service Description of TWTC’s Managed Internet Services, Managed IP VPN Services, SIP Trunking Services,
Converged Services and Managed Security Services (“Managed Services”):

TWTC offers Managed Services in conjunction with TWTC's Internet Access Services, IP VPN Services, SIP Trunking
Services, and Converged Services which provide Customer with the underlying connectivity. All Managed Services are
‘Customer Premises Equipment (‘CPE") based, meaning they are provided via installation of a CPE device that is located
within Customer’s LAN environment.

Customer is responsible for providing and maintaining the physical connection between the TWTC managed CPE and
Customer's LAN environment. TWTC retains sole ownership of the CPE and to any other equipment that it installs with
respect to the Managed Services (collectively “TWTC Equipment”), and is part of the TWTC Network. The Managed
Service is fully managed, monitored and provisioned by TWTC, and includes the following:

i.  Service installation and initial configuration consuitation;
ii. Remote monitoring;
iii.  On-going maintenance and management of TWTC Equipment; and
jv.  24x7 access to network professionals via TWTC's Network Operations Center (“NOC").

The Managed Security Services include the following additional features:

e Monthly Firewall/lP Encrypted VPN Service associated with Customer's Internet Access Services;
e Security requirement changes (by instance) as determined by the Service Level ordered by Customer

i 8 free instances per calendar month; Premium Level Service
ii. 2free instances per calendar month; Business Level Service

2. Installation of Managed Services:

TWTC shall install the Managed Services during a mutually agreeable time between the hours of 8:00 a.m. and 5:00 p.m.
local time Monday through Friday, excluding holidays (“Standard Days and Hours"). Customer agrees to provide TWTC
with access to its premises and to provide its reasonable cooperation so that TWTC can perform the installation. TWTC
will work with Customer to identify changes that are required in Customer's internal environment for installation of the
Managed Services, but TWTC is not responsible for modifying Customer’s equipment or internal environment. Installation
charges are specified in the applicable Managed Service Order.

The installation may cause interruptions to Customer's network when TWTC provisions the physical link from the external
network to the internal network and during the time that Customer’s initial service requirements are configured into the
TWTC Equipment (“Initial Configuration”). Service Outages do not include outages and failures arising from or related to
such interruptions.

In addition to the applicable installation charges, TWTC may charge an additional time and materials fee if: (i) TWTC is
denied access to Customer's premises; (ii) Customer’s designated contact is not available to execute TWTC's CPE
Equipment Checklist; and/or (iii) Customer's equipment is not prepared and available to connect to the TWTC Equipment
at the mutually agreed upon installation time and date. TWTC has no obligation to install, maintain or repair any
equipment owned or provided by Customer. If Customer's equipment (or that of its customers or end users) is not
compatible with the Managed Services, Customer is responsible for any special equipment or facilities necessary to
achieve compatibility.
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Customer is responsible for providing and maintaining the necessary facilities from the Demarcation Point to the location
where the Managed CPE is to be physically installed. This includes any inside wiring, conduit, repeaters, equipment, and
core drilling between floors, or other facilities or authorizations necessary to complete the installation.

Customer may incur additional charges if it reschedules installation dates or it requests TWTC to perform work outside of
the Standard Days and Hours. These charges include:

s Customer's rescheduling of an installation on notice provided less than seven (7) business days prior to the
scheduled installation date: $250. Under no circumstances may Customer delay the installation more than 30
days past the originally scheduled installation date.

e Installation services provided to Customer outside of Standard Days and Hours: $350 flat fee.

3. Maintenance and Technical Support of Managed Services:

a) Maintenance:

TWTC will perform all necessary maintenance and repairs of the TWTC Equipment. Such maintenance and
repairs shall be conducted at TWTC's expense to the extent necessary due to: (1) TWTC's failure to properly instail the
TWTC Equipment; (2) a malfunction of, or defect in, the TWTC Equipment; and/or (3) a software or equipment
configuration caused by TWTC with respect to the TWTC Equipment. TWTC shall use commercially reasonable efforts to
meet the response times set forth below for repairs of TWTC Equipment based on the maintenance option ordered by
Customer,

CPE

Maintenance |Availability Description

Options

o Cove_rage for When TWTC's NOC determines that a trouble issue is the result of TWTC's

x5xNBD locations where Equi t TWTC will dispatch a field technici heduled t ; tth i

(ON SITE) b ax7x4 is not quipment, will dispatch a field technician sche _ue o arrive at the service
available focation the next business day, between 8:00 am and 5:00 pm (local time).

o Ax7 %A Sta.ndard When TWTC's NOC c!etermines that a trquble issue.is the resy]t of a hardware

(ON SITE) Maintenance fall_ure of T\NTC’_s, Equment,_TWTC will dlspatch a field technician scheduled to
Offer arrive at the service location with a replacement within four (4) hours.

Customer agrees to pay the rates described below for all necessary maintenance and repairs of the TWTC
Equipment or the Managed Services caused by:

Failure, inadequacy or incompatibility of equipment provided by Customer (hardware and/or software)
Loose or disconnected wires in any non-TWTC equipment in Customer's premises

Power outages and/or power back-up failures at Customer’s premises

Damage to the TWTC Equipment residing in Customer’s premises (unless caused by TWTC)

TWTC Equipment that is stolen from Customer's premises

Failure of Customer's internal environmentals (i.e. HVAC, etc.)

Customer shall pay TWTC for its time at a rate of $250 per hour, and shall reimburse TWTC for its materials
costs. These charges begin when TWTC's field technician arrives at the Customer's premises. TWTC's labor charges
will be billed for a minimum of one hour, and in 30-minute increments thereafter.

b) Technical Support:

¢ Customer shall report problems with a Managed Service by contacting TWTC's NOC and reasonably describe the
issue.
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TWTC shall provide technical support for the Managed Service to Customer 24 hours per day, 7 days per week.
Technical support includes only Customer’s maintenance and service issues, and TWTC shall not be responsible
for providing technical support to third parties, such as Customer’s customers or end users.

Any consultation services provided by TWTC after the Managed Services have been installed are subject to a
time charge of $250 per hour. TWTC’s NOC will notify Customer of any applicable time and materials charges
prior to the consultation.

4, TWTC Equipment:

a)

b)

Customer may not move, alter or disconnect the TWTC Equipment without TWTC'’s prior authorization.

The TWTC Equipment and associated software installed by TWTC on Customer's premises is provided “AS 1S"
and “WHERE [S". UNLESS SPECIFICALLY STATED HEREIN, TWTC MAKES NO WARRANTIES,
REPRESENTATIONS OR AGREEMENTS, EXPRESS OR IMPLIED, EITHER IN FACT OR BY OPERATION
OF LAW, STATUTORY OR OTHERWISE WITH RESPECT TO THE TWTC EQUIPMENT AND ASSOCIATED
SOFTWARE, AND DISCLAIMS ALL WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A
PARTICULAR OR ORDINARY PURPOSE.

5. Customer Responsibilities:

a)

b)

<)

e)

Customer shall undertake reasonable security measures designed to protect any TWTC Equipment that is
located on Customer’s premises or is under Customer’s custody, care or control against theft, damage or other
unauthorized access.

Customer may not resell the Managed Service.

Customer will provide TWTC with its Initial Configuration requirements prior to the scheduling of the installation.
If Customer desires to change its Initial Configuration after installation in a manner that does not impact the
MRC for the Managed Services, it may contact TWTC's NOC to order such changes. [f the requested
configuration will impact the MRC, then Customer must contact its local TWTC Account Executive to order such
changes. ’

Customer is solely responsible for providing the primary power and secondary (back-up) power for the TWTC
Equipment placed on the Customer premises.

Customer is responsible for all content transmitted or stored by it in connection with the Managed Services, and
shall comply with all applicable federal, state, local laws, rules and regulations.

Upon termination of the Managed Service for any reason, TWTC and/or TWTC's designated vendor shall
contact Customer to schedule a mutually acceptable time for retrieval of the TWTC Equipment from the
Customer's premises, which TWTC Equipment shall be in good condition and packaged by Customer. If, due to
Customer's acts or failure to act, TWTC is unable to retrieve the TWTC Equipment within 30 days following the
termination of Managed Service, TWTC may charge Customer an amount equal to the replacement cost of
TWTC's Equipment.
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Signature Block

tw telecom holdings inc. Customer: Foreman Seeley Fountain Architecure
Signature; Signature:

# '(
Name: Toe/ }f/e Name: /}%X JEFPRT H. oY
Title: e/ G e v’ T '
Date: /2 (o[22 Date: l’Z/W/l’L

Sales Person: Christopher Festa

Customer and the individual signing above represent that such individual has the authority to bind Customer to this
Agreement. .
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Welcome to tw telecom. Thank you for selecting tw telecom as your Converged Services provider.

At tw telecom, our goal is to provide a seamless installation of your new Converged Services product. To ensure your
installation goes smoothly, one of our Order Engineering Center (OEC) engineers will contact you to schedule a technical
interview to confirm your new voice and data requirements.

To simplify the assessment of requirements, we have provided a checklist for you to complete for each service location.

If you believe you might require assistance answering these questions, please invite your Network Administrator or IT
Consultant for the data component and your Phone System vendor for the voice component of your service to attend
this call.

Please have the below information ready for the interview:
Contacts:

Please provide the name, telephone number, cell phone number and e-mail for each of the following categories
(include any special instfructions for contacting those listed):

Point of contact at your company.

Point of contact for each location — this may be a non-technical contact such as an office manager or receptionist.
Point of contact for your data services.

Point of contact for your voice or phone system vendor.

PON =

For Internet and IP Addresses:
1. LAN Connectivity:
a. Ifyour LAN is directly connected to a tw telecom managed router/IAD with a switch (e.g. not a Layer 2
device), then please provide the following:
i. LAN subnet
ii. |P address you want assigned to the tw telecom managed router Ethernet port.
iii. Do you need the tw telecom managed router to perform NAT?
v. Do you need the tw telecom managed router to act as your DHCP server?
1. For DHCP Server functionality: Please provide your customer DHCP pool, primary and
secondary DNS and customer domain name.

2, Public IP Addresses:
a. If you need more than one (1) useable IP address, you will need to complete an IP Justification Request via
the following link: https://customerportal.twtelecom.com/
NOTE: The IP justification Request form requires information on how your IP addresses will be used in your network.
3. LAN Port Configuration:
a. By default, the LAN port is hard coded 100M full duplex for Bandwidths <100M. [f Auto-Negotiate/Full Duplex
is required it may be supported by special request.
4. Shared Web Hosting: Do you want to enable this service?

For Voice Services please provide:
1. Simultaneous Calls:

a. What is the total number of Trunk Group Channels and/or Business Lines for each location?
NOTE: Your PBX/IP-PBX administrator may need to provide you with this information.
2, Telephone numbers:
a. What is the total number of telephone numbers (TNs) that you are Porting/Moving?
b. What is the total number of TNs needed for service at each location?
NOTE: your PBX/IP-PBX administrator may need to provide you with this information.
3. Trunk Groups:
a. Please provide the trunk type that you are configuring (if any)
i. Digital or PRI/ISDN?
ii. The number of digits you require be sent to your phone system.
iii. If porting telephone numbers please identify which number to use as your Billing Telephone Number.
4. Business Lines:
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a. Please provide your Hunt Group arrangements, voice features and voice mailbox requirements (if lines are
required)
i. Provide the Hunt Group telephone numbers as well as the order you want them.
NOTES: Fax/modem/credit card lines should, in most cases, remain separate from the Hunt Group.
It is strongly recommended any Fire Alarm or Security Alarm lines utilize a locally provided POTS line.
5. Billing Restrictions
a. Do you want to permit or deny third party billing and/or collect calls?
6. Toll Restrictions
a. Indicate if you want to deny any of the following
i. International calls.
ii. 01or011.
iii. 411 or Long Distance Directory Assistance (555).
7. Call Blocking
a. Indicate if you want to block outbound calls to
i. 8xx
i. Directory Assistance
iil. 9xx
iv. 7xx
v. Casual Dial.
8. Outbound Caller ID
a. Individual telephone numbers for each line will be displayed.
b. Please provide the calling name you want displayed.
c. You may elect to have a single number displayed from your Hunt Group.
9. Account Codes:
a. Ifyou use Account Codes for Outbound Calling, please provide a list of those account codes and their
associated names.

Cabling .
tw telecom does not supply cabling between the managed CPE and the customer network. Customers are responsible

for providing the appropriate cable connections (Ethernet, PRI/CAS, etc) and hardware (e.g. rack/shelf space) for the
managed CPE to LAN connectivity.
a. Customers are expected to both provide the actual LAN cable(s) and perform the physical connection from
the tw telecom managed CPE to the LAN equipment.
b. PRI/CAS connections require a T1 cross-over cable (see diagram below) for connectivity between the tw
telecom managed IAD and the customer PBX.

Hook undemeath

Hook underneath

Il’l’l’l’l’l’l’l’l‘l/

PRI (T1/E1) CrossOver/Loopback Cable
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Inside Wiring

Our customers are responsible for providing and maintaining the inside wiring facilities from tw telecom’s point of entry in
the building to the location in customer’s premises where the managed CPE is to be physically installed (within one
meter). This includes any inside wiring, conduit, repeaters, equipment, core drilling between floors, or other facilities or
authorizations necessary to complete the installation. If Customer requests that tw telecom install the inside wiring for
Customer, or requests that tw telecom make arrangements with the ILEC to install the inside wiring for Customer, it shall
pay tw telecom for such installation. If tw telecom performs repair work to the inside wiring at Customer’s request, the
Customer shall pay tw telecom a reasonable time and materials charge.

Demarc Requirements:
tw telecom’s managed solutions extend the service point of demarcation up to the local LAN side interface(s), i.e.

Ethernet, PRI/CAS, analog line, on the tw telecom owned and managed CPE (router/IAD, firewall). Our customers are
responsible for cabling, installation, IP address scheme, on-going management and maintenance of the customer LAN
network (physically and logically) connecting up to CPE LAN-side interface(s) handoff.
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Murphy, Maureen

From: Jeff Seeley <seeley@F SFarchitecture.com>

Sent: Friday, December 14, 2012 8:48 PM

To: '‘Hogancamp, Harold'

Cc: 'Festa, Christopher’; '‘Ballen, Lauren’

Subject: RE: Forman Seeley Fountain Architecture 3091 Governors Lake Dr 6M C-S

Technical Configuration

Small technicalities It think

Foreman SEELEY fountain (misspelled my name multiple

times) Building 100, Suite 150

Should have voice / data vendor early next week.

The rest looks Ok to me, But will have it reviewed by the voice data instalee when selecteed.

Thanks,

Jeffery M. Seeley, vice-president
seeley@FSFarchitecture.com

5855 Jimmy Carter Boulevard, Suite 218
Norcross, Georgia 30071
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tw telecom holdings inc.
10475 Park Meadows Drive
Littleton, CO 80124

T 303 542 6313

F 303 566 1010

VIA EMAIL
mpalchick@wcsr.com

June 23, 2014

Mark J. Palchick, Esq.

Womble, Carlyle, Sandridge & Rice
1200 Nineteenth Street, NW, Suite 500
Washington, D.C. 20036

Re: Your client, Foreman, Seeley, Fountain Architects
tw telecom Account No. 328235

Dear Mr. Palchick:
This is in response to your letter of June 11, 2014.

The toll fraud that occurred here is certainly unfortunate, but it is entirely the fault of your client.
The vulnerability of the Nortel voicemail system is notorious, and has been the subject of long-
standing and well-publicized articles, a sample of which can be found at the following link, which
dates back to 2007: http://www.zdnet.com/nortel-pabx-hacked-again-1339274962/. An actual
guide to hacking a Nortel system is found at http://www.phrack.org/issues.html|?issue=47&id=15.
As you can see, hackers are particularly brazen when it comes to compromising this particular
product group.

Per your request, | have attached a copy of the Technical Assurance Service Confirmation
(“TASC”) completed In December 2012. You will note there, beginning on line 197, that the only
billing restriction requested by the customer was to “deny billing to 3" party.” The boxes for
international toll restriction, or other toll restriction, remain unchecked. So it is clear from this
document that tw telecom did contact the customer with regard to its toll restriction preferences,
and the customer chose not to implement any, other than a restriction on third party billing.

In addition, the service agreement between tw telecom and your client contains the following
language:

Except as otherwise specified in this Service Order, international long distance
calls are charged at the rates specified in TWTC's international price list found at
www.twtelecom.com/tariffed-international-rates. Information regarding
international toll blocking and international/offshore pricing for TWTC's
international long distance Services is also available at this website.

So, the language in the contract put your client on notice of its capability to make international
long distance calls, and of the pricing for those calls.



Mark J. Palchick, Esq.
June 23, 2014
Page 2

Your second request is for “the full routing for each of the international calls including all entities
that were involved in the routing and completion of the international calls.” However, tw telecom
does not have access to the “full” routing of these calls. We can only see the calls as they
entered and exited our network. Thus, we are able to see that the calls entered tw telecom’s
network from your client’s telephone system. It appears that the fraud perpetrators first
compromised the Foreman Seeley telephone equipment, entering through the voice mail system
of Foreman Seeley’s telephone equipment. They then forwarded calls from that system using its
“*72" feature. They also compromised telephone equipment belonging to several other telephone
users, and forwarded calls from those users’ systems to the Foreman Seeley system. Because
the perpetrators used the call forwarding feature, these new calls no longer “hit” the Foreman
Seeley system. Instead, the Foreman Seeley system routed them directly to various international
locations. These locations were mainly in Gambia, but tw telecom’s call records indicate that
several other locations were also attempted.

Similarly, in response to your third request, for “a list of all entities that received or were entitled to
receive a financial benefit from the international calls,” tw telecom does not have the ability to
compile such a list. As previously stated, we know the calls entered the tw telecom network as a
result of your client’s negligent failure to maintain security on its telephone equipment, and we
know that most of the calls were placed to Gambia. VWe have also concluded, based on
additional information received from Foreman Seeley, that some of the calls came from a
company by the name of Snap Fitness. However, it is reasonable to assume that Snap Fitness
was simply one of several other telephone users who were victimized here, and that Snap Fitness
was not the true source of the calls. In fact, we do not know where the calls actually initiated, and
we do not know if Gambia was their final destination.

In this context, please see the attached report of LWG Consulting, Inc., the forensic experts
engaged by your client’s insurer, CNA Insurance. LWG's report agrees with tw telecom’s
conclusion that the calls resulted from your client’s negligence:

LWG determined that the cause of the insured’s loss is related to the
configuration of their voicemail system and the ability for the fraudulent party to
access specific voicemail controls. The insured’s voicemail system allowed for
the configuration of call forwarding and international calling had not been
removed from the dial plan for the telephone system. As such, once the type of
voicemail system was identified by the fraudulent party, access to a user's
voicemail box was easily obtainable and configured to call forward. Had the
software settings for call forwarding and international calls been disabled from
the insured’s telephone system, the calls needed by the fraudsters to establish
the theft could not have been setup remotely.

In response to your fourth and fifth requests, tw telecom is a reseller of international service, and
handed all of the calls in question to its international carrier, AT&T, which in turn has charged us
for those calls pursuant to its tariff. On May 8, 2014, tw telecom paid AT&T $227,311.00 for the
calls coming from Foreman Seeley. Please note that this amount is substantially greater than the

www.twtelecom.com Page 2



Mark J. Palchick, Esq.
June 23, 2014
Page 3

amount billed to your client. However, tw telecom is not attempting to recover more than its own
tariff allows.

Your assertion that tw telecom is not obligated to pay AT&T for these fraudulent calls—or indeed
has a duty not to pay—is entirely incorrect. AT&T's tariff requires tw telecom to pay for the calls,
just as tw telecom’s tariff requires your client to pay tw telecom for them. If you have case law
or a specific FCC decision to the contrary, please provide it to me. If you have a direct contact at
the FCC'’s International Bureau who has represented to you that tw telecom or your client has no
obligation to pay these charges, please provide that as well.

In response to your sixth request, your conclusion that international call blocking was turned off is
incorrect. tw telecom implemented international call blocking on Foreman’s lines effective 10:22
p.m. MDT on March 30, 2014. Blocking was maintained on those lines continuously, and is still in
place as of the date of this letter. It may be, however, that your review of the call log reveals
periods in which no calls occurred. This is most likely a result of either a) the perpetrators losing
connectivity on the fairly complex pathway of circuits they had constructed using your client’s
telephone equipment platform; or b) calls not appearing on the bill because call attempts to
countries other than Gambia were unsuccessful. As you can see from the attached spreadsheet,
there were numerous unsuccessful call attempts made to other countries such as Latvia, the
Republic of Guinea, Mauritania, and the Republic of Congo. In addition, at line 19,929 of the
spreadsheet there is an unexplained cessation of calls that lasts almost five (5) hours. This could
have resulted from a network outage somewhere along the pathway established by the
perpetrators. We do not know.

In addition, | note that on March 29, 2014, at approximately midnight MDT, tw telecom
experienced an outage in its mediation distribution system. As a result, although call records
were being collected, the information in those records was not being distributed to some of the
locations that normally receive it, including our fraud control center, which was unaware of the
spike in Foreman Seeley’s international usage until the mediation system was restored on
Sunday, March 30, 2014, at approximately 8:00 p.m. MDT. Once the mediation system was
restored, it took approximately two hours to “catch up” to current time. Our fraud control center
received the alarm on the Foreman Seeley account at 10:13 p.m. MDT March 30, and placed a
block on Foreman Seeley's international calling by approximately 10:22 p.m. MDT. In this
context, however, tw telecom has no obligation either contractually or under tariff to monitor its
customers’ usage for fraud. tw telecom performs this function strictly as a courtesy to its
customers. Thus, an outage in tw telecom’s mediation distribution system does not affect or in
any way limit your client’s liability for the charges in question.

Section 16 of the Standard Terms and Conditions between your client and tw telecom states
that:

This Agreement, together with the Service Order(s) and applicable
tariffs set forth the entire agreement with respect to the subject
matter hereof, and supersede all prior agreements, promises,
representations, and negotiations between the Parties. If there is
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a conflict, the Service Order shall prevail over this Agreement and
any applicable tariff shall prevail over both.

In this case, the applicable tariff is entitled “International Terms and Conditions,” filed with the
FCC and having an effective date of July 1, 2008. The pertinent tariff language is found in
Section 2.2.8, addressing liability for unauthorized use of and access to the customer’s long
distance service:

The Company [tw telecom] shall not be liable for any damages
(including usage charges) that the Customer may incur as a result
of the unauthorized use of authorization codes or communications
equipment. The unauthorized use of communications equipment
includes, but is not limited to, the placement of calls from the
Customer’s premises, and the placement of calls through
equipment controlled and/or provided by the Customer, that are
transmitted over the Company’s network without the authorization
of the Customer. The Customer shall be fully liable for all such
usage charges.

The entire tariff can be found at the following link:

http://www.tariffs.net/tariffs/10090ero8n/temptw%20telecom%20F CC%20Int1%20Terms%20and%
20Conditions%2010%2005%2012%20CUR.pdf

In addition, the applicable case law fully supports the effectiveness of this tariff provision,
especially at the FCC. See for example AT&T Corp. v. Fleming & Berkley, 1997 U.S. App. LEXIS
33674; Chartways Technologies, Inc. v. AT&T Communications, 6 FCC Red 2952 (1991), aff'd, 8
FCC Red 5601 (1993); and Directel Inc. v. American Tel. & Tel. Co., 11 FCC Rcd 7554 (1996).

In view of the foregoing, | ask that you advise your client to make payment for the charges in
question. In addition, | believe it is important that your client quickly confer with its equipment
vendor to ensure that proper security measures are taken to prevent further hacking and theft of

service.

At this point, tw telecom will refrain from disconnection until July 7, 2014. However, by this letter
you and your client are put on notice that if tw telecom does not receive payment in full of the
past due amount, $166,474.55, on or before June 26, 2014, then disconnection of service will
follow on July 7, 2014,

Very truly yours,
” ;
{7&% e

GaryVitt

www.twtelecom.com Page 4
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PBX and VOICE MAIL SECURITY TIPS

A PBX (Private Branch Exchange) is a private switch that serves extensionsin a business and provides
access to the public switched telephone network. Similarly, a voice mail system allows users to record,
store, retrieve, and forward voice messages. If the PBX and/or voice mail system is not properly
maintained and secured, they can become easy targets for those intending to commit fraud.

SECURITY TIPS
Listed below are a number of tips for maintaining and securing your PBX and Voice Mall
systems. Thislist is not exhaustive and is provided for your convenience. Contact your
PBX or Voice Mail systems vendor for more information.

O

oad

ogooood

Run periodic security audits to check for
loopholesin the PBX (have PBX vendor do
thisif possible)

Disable DISA (Direct Inward System
Access) if possible. If not possible, use
maximum number of digitsfor DISA code.
Eliminate remote access to your PBX and
disable access system. Have authorized
personne use calling cardsinstead, if
practical.

Do not alow unlimited attempts to enter the
system. Program the PBX to terminate
access after the third invalid attempt.

Shred directories or anything listing PBX
access numbers.

Never divulge system information unless
you know to whom you are giving it.
Secure remote maintenance port and use call
back modem or aphanumeric passwords.
Tailor access to the PBX to conform to
business needs.

Eliminate trunk to trunk transfer capability.
Restrict O+, 0-, and 10-10-X XX diaing out
of PBX.

Restrict al callsto 900, 976, 950 and 411.
Restrict 1+ dialing to extent possible.
Change passwords frequently.
Delete/change all default passwords.
Restrict after-hours calling capability:
DISA, International, Caribbean and Toll
cals.

Analyze call detail activity daily (use
SMDRYs).

Consider alowing only attendant-assisted
international calling

Employ class-of-service screening to areas
to where there is no business need to call.

tw telecom
Network Operations Center - Fraud

O

Restrict Toll Free diding from areas where
there is no business requirement.
Fregquently audit and change dl active
codes.

Deactivate unassigned voice mailboxes and
DISA codes.

Do not alow phone linesto be “forwarded”
to off-premise numbers.

Make sure that system administration and
mai ntenance port phone numbers are
randomly selected, unlisted and that they
deviate from normal sequence of other
business numbers.

Use random generation and maximum
length for authorization codes.

Deactivate al unassigned authorization
codes.

Use multiple levels of security on
maintenance ports (if available).

Do not alow generic or group authorization
codes.

Ensurethat “Night Bell” or attendant service
does not default to dial tone when left
unattended.

Do not use “dpha’ passwords that spell
common words or names.

Immediately deactivate passwords and
authori zation codes to known terminated
employees

Consider implementing a barrier code
system, i.e. an additional numeric password
that adds a second level of security.
Restrict dl possible means of out-dia
(through-did) capability in your voice mail
system.

Freguently change default codes/passwords
on voice mailboxes.

Note: The information contained hereinis for tw telecom customers and is for educational purposes only.
There are no guarantees with respect to its ability to prevent fraud or assume liability on the part of tw
telecom.
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VolP PBX and VOICEMAIL SECURITY TIPS

VolIP is an emerging technology that has become a new favorite for hackers to easily exploit.
Companies have less experience with the security exposures of the new systems.

Listed below are a number of tipsfor maintaining and securing your Vol P PBX and
voicemail systems. Thislist isnot exhaustive and is provided for your convenience.
Contact your vendor for further information.

IP/VolP General Suggestions

* Allowing remote registration means that your IP addresses and Data Network are potentially

open to unauthorized persons registering as a phone on your system

- if you’re not sure of this, have your VolP PBX vendor, IT department or an IT Specialist
run a port scan against your entire Data Network looking for know vulnerabilities. (they
may also want to run programs like SipVicious that includes a program called SVCracker
which tries to register as a phone on the network and records the responses. They can
also run a program like WarVox that scans the PSTN side of your network)

- do NOT use the default extensions, or extension passwords for registrations

- If you do allow auto or default registration, set the calling search space to only allow
internal calls and calls to 911

- block international Dialing in Dial plans and all partitions. If you need to place calls
internationally, put SPECIFIC NUMBERS ONLY on dial plans

- if you do allow dialing internationally, require account code entries for the call, and
assign these to individuals. (1111 is not a good access code)

* Voice mail systems or any ancillary service should be reviewed and scanned just like all the

other systems

- try to avoid using 4 digit passwords. Use a 7 to 9 digit pin

- never allow a password/pin to remain in effect for over 180 days. (best practice is to
force a change every 90 days)

- restrict the voicemail for out calling to users with a demonstrated need and never allow
these same mailboxes within a consecutive number range. Make sure the dial plan of the
voicemail is set to not allow international dialing

- if the voicemail can outcall, verify the voicemail goes through the PBX and does not
have its own dedicated external access. If it does have its own external access, check this
for external vulnerabilities

- if there is a system admin mailbox, make sure that its not set up with the vendor default
number and password

* There are a number of ways to protect against the unauthorized IP PBX access

Note: The information contained hereinis for tw telecom customers and is for educational purposes only.
There are no guarantees with respect to its ability to prevent fraud or assume liability on the part of tw

telecom.



- do not permit external access to your IP PBX unless absolutely required to support
remote office telephones

- confirm that Direct Inward Dial is configured. Many systems have this defaulted for the
user/vendor to change

- use an appropriately configured firewall to limit (preferably by originating 1P address) or
prevent access to your IP PBX. Check your system access lists. Do you accept only
host IP addresses, ranges of IP addresses or default ‘allow'?

- use strong passwords for authentication by the remote office telephones

- carefully control who has access to the account/password information for remote office
telephones and instruct staff as to the importance of maintaining this information in
confidence

- monitor your IP PBX's call logs daily looking for unauthorized or unexpected activity
(some IP PBX systems will have a mechanism to automatically and continuously monitor
for unusual calling activity or repeated attempts at registration see item).

- check your event logs for login failures. — numerous fails can indicate hackers trying to
penetrate your system

* There are a number of ways to protect against unauthorized IP Trunking/DSIP service access

The goal for the hacker is to register a VolP Soft PBX such as an Asterix VolP PBX, and
take over your trunking service

- carefully control who has access to the account/password information for your IP
trunking service and instruct staff as to the importance of maintaining this information in
confidence;

- if you have the ability to set your own password on your IP trunks, select a secure
password and change it periodically;

- verify if you have host to host configurations that may allow registration of another host
(gateway) without your knowledge.

- check your systems (voice & data) for registrations of a new gateway on your LAN.
This will allow traffic from your system but will not produce any PBX records

tw telecom has a Hardened Network Design, Redundant Managed Firewalls, Multi-level Intrusion
Prevention, SSL VPN for Administration, Security Event Monitoring and Alerting, Secure Physical
Datacenter Monitoring, and Dos/DDoS Protection.

Note: The information contained hereinis for tw telecom customers and is for educational purposes only.
There are no guarantees with respect to its ability to prevent fraud or assume liability on the part of tw
telecom.
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UNCLASSIFIED/FOR OFFICIAL USE ONLY

CYBER DIVISION
FEDERAL BUREAU OF INVESTIGATION

Internet Crime Complaint Center
Private Industry Notification

October 25, 2013

(U) Toll Free Traffic Pumping is a method used to artificially generate calls to
toll free telephone numbers. Utilizing this method along with Caller ID
Spoofing, fraudsters are taking advantage of the Telecommunication Industry
exposing them to large financial losses.

(U) What is Toll Free Traffic Pumping?

Toll Free Traffic Pumping is the abuse of toll free numbers, where a computer/server is utilized to
artificially generate calls to toll free numbers. The Calling Party Numbers (the numbers making the calls)
are spoofed and the duration of these calls varies greatly. The duration of the calls is largely dependent
on the terminating equipment of the toll free number and its configuration.

For example, calls answered live will usually be “dead air” calls, where the called party hangs up in a
relatively short time period due to no response. Calls that are answered by auto attendants, or interactive
voice response units, may have calls with a tone or music playing with durations as long as 600 minutes.

(V) How do legitimate calls occur?

For any call traffic, several carriers help complete calls. The individual carriers only have visibility of
what carrier they receive calls from, and to which carrier they send calls (i.e., Carrier 4 can only see calls
from Carrier 3).

. INTER CONNECTING INTER CONNECTING
E> CARRIER & E> CARRIER 2: E> CARRIER 3: E>
Connecting to - I
complete call Assisting ct:I Icomplete Assisting ct:l It:omplete

Carriers enter into revenue share agreements to pay one another when assisting to complete calls. These
agreements are regulated by the FCC'. Revenue share agreements can be an acceptable practice and
usually includes smaller wireless or wireline service providers, cable companies, and ISP’s.

(V) How are the fraudsters generating money from Toll Free Traffic Pumping?

In this context of toll free traffic pumping, the revenue share agreements become a vehicle for fraud. The
fraudsters, or traffic pumpers, are typically several carriers behind a Competitive Local Exchange Carrier
(CLEC), who offers a share of the revenue paid by the toll free service providers for connecting toll free

! hxxp:/iwww.fce.gov/what-we-do
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Internet Crime Complaint Center
Private Industry Notification

calls to their networks. As illustrated in the diagram, the toll free service provider (Carrier 4) cannot
determine the true origination call due to multiple handoffs. Carriers may unknowingly be carrying toll
free traffic pumping calls.

(U) What are the fraudsters utilizing to do Toll Free Traffic Pumping?

The fraudsters conducting toll free traffic pumping are utilizing caller 1D spoofing to make calls appear to
be from one source or location, when they are in fact from the fraudster. Spoofing calls is a violation of
the Truth in Caller ID Act’.

(U) What may this activity be violating legally?

Generating fake calls may be a violation of Title 18 section 941 18 U.S.C. 1343—Elements of Wire
Fraud.?

(U) Who can be affected by Toll Free Traffic Pumping?

Any person, company, or public service with a toll free phone number for commercial or public safety
services can be affected by Toll Free Traffic Pumping (for example: call centers, customer care lines, or
public health lines).

(U) What are the implications of receiving Toll Free Traffic Pumping?

— Could exceed capacity and cause a telephony denial of service (TDoS)

— Could cause lost productivity in the call center

— Could impact call center metrics

— Could impact normal response to customer service

— Could cause unnecessary reports of troubles to service provider and equipment providers
— Voicemail capacity is maxed out with dead air calls and messages cannot be received

— End user incurs expenses for the unwanted calls

(U) What should a person look for to identify if Toll Free Traffic Pumping is happening?

The “symptoms” of toll free traffic pumping may vary. However, people who are responsible for
answering the phone calls may notice some of these indicators:

— Dead air calls, where no one answers and there is no sound.
— Calls where the content is repeated, such as a tone or music.
— There may be a noticeably large increase in monthly charges.

2 hxxp:/ftransition.fcc.gov/cgb/consumerfacts/callerid.pdf
® hxxp:/lwww.justice.gov/usao/eousa/foia_reading_room/usam/title9/crm00941.htm
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— Calls can be made during normal business hours. However, it may be noticeable that
calls are occurring during non-business hours (evenings or weekends) or when there is
normally no one in the office.

This is not a complete list of indicators or patterns that have been detected.
(U) What should be done if any of these indicators are noticed?

If you have experienced the above indicators of toll free traffic pumping, please report the incident to
your telecommunications carrier and file a report with the Internet Crime Complaint Center at

www.IC3.gov.

Specific details about the event may assist carriers in identifying this activity. If any of the above
“abnormal” calls occur, please document the following:

— What type of calls were received (dead air, music, etc)
— The date the phone call(s) were received

— The time of day/night the phone call(s) were received
— The number(s) that appeared on the caller ID

— The number that received the phone call(s)

If requested, this information should be provided to your telecommunications carrier or to law
enforcement.


http://www.ic3.gov/
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ACCOUNT_NUMBER SERVICE_LOCATION_NUMBER SERVICE_LOCATION_DESC
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328235
328235
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7156 FOREMAN SEELEY FOUNTAIN ARCHIT
197156 FOREMAN SEELEY FOUNTAIN ARCHIT
197156 FOREMAN SEELEY FOUNTAIN ARCHIT
197156 FOREMAN SEELEY FOUNTAIN ARCHIT
197156 FOREMAN SEELEY FOUNTAIN ARCHIT
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197156 FOREMAN SEELEY FOUNTAIN ARCHIT
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Internatl 1+ Mobile Term
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Internatl 1+ Mobile Term
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MSG_USAGE_TYPE CALL_DATE
Gambia 3/30/2014 0:00

Gambia
Gambia
Gambia
Gambia

Gambia

0/21
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
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3/30/2014 0:00
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3/30/2014 0:00
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3/30/2014 0:00
3/30/2014 0:00
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3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
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3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00
3/30/2014 0:00

CALL_TIME
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63732
63745
63759
63822
63823
63847
63903
63903
63946
64041
64046
64052
64132
64323
64341
64347
64416
64423
64433
64448
64450
64510
64533
64551
64558
64608
64609
64616
64617
64620
64657
64740
64803
64825
64828
64839
64840
64847
65024
65100
65121
65135
65141
65142
65210
65215
65246
65252
65301
65422
65432
65440
65450
65458
65459
65614
65624
65627
65631
65634
65636
65813
65824
65834
65837
65848
65957
70018
70024
70026
70056
70116
70256
70318
70354
70444
70448
70501
70510
70539
70542
70555
70907
70958
71006
71009
71013
71035
71105
71449
71553
71620
71722
71738
71744
71747
71814
71817
71825
71839
71848
71850
71901
71914
71919
71922
71940
71955
71957
72016
72023
72026
72032
72035
72037
72038
72043
72104
72112
72142
72155
72203
72219
72224
72224
72233
72234
72245
72249
72322
72326
72327
72329
72344
72411
72421
72426
72438
72451
72456
72458
72515
72603
72640
72646
72652
72654
72654
72709
72715
72719
72728
72732
72806
72808
72819
72843
72900
72907
72921
72926
72929
72932

RAT
8 Mul

Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
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Multiple
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Multiple
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Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple
Multiple

9

75

9
192
9
25.65
9

25.8
75

75
9.24

2337

27.36

192

9.12

25.02
25.41

25.02
75

23.97
75

900
750
900
192
900
2565
900
2580

789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
6789062071 ATLANTA NE
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